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Abstract—Decentralized finance (DeFi) is an integral compo-
nent of the blockchain ecosystem, enabling a range of financial ac-
tivities through smart-contract-based protocols. Traditional DeFi
governance typically involves manual parameter adjustments by
protocol teams or token holder votes, and is thus prone to human
bias and financial risks, undermining the system’s integrity and
security. While existing efforts aim to establish more adaptive
parameter adjustment schemes, there remains a need for a gover-
nance model that is both more efficient and resilient to significant
market manipulations. In this paper, we introduce ‘“Auto.gov”,
a learning-based governance framework that employs a deep Q-
network (DQN) reinforcement learning (RL) strategy to perform
semi-automated, data-driven parameter adjustments. We create
a DeFi environment with an encoded action-state space akin to
the Aave lending protocol for simulation and testing purposes,
where Auto.gov has demonstrated the capability to retain funds
that would have otherwise been lost to price oracle attacks. In
tests with real-world data, Auto.gov outperforms the benchmark
approaches by at least 14% and the static baseline model by
tenfold, in terms of the preset performance metric—protocol
profitability. Overall, the comprehensive evaluations confirm
that Auto.gov is more efficient and effective than traditional
governance methods, thereby enhancing the security, profitability,
and ultimately, the sustainability of DeFi protocols.

Index Terms—Governance, Decentralized Finance (DeFi), Re-
inforcement Learning (RL), Artificial Intelligence (AI).

I. INTRODUCTION

OVERNANCE is a crucial aspect of blockchain-based

systems, designed to ensure their stability, integrity, and
security [1f]. Despite blockchains’ ability to store transac-
tion histories without relying on trusted third parties, certain
decisions in blockchain systems necessitate an orchestration
or governance processes. This requirement applies to both
chains such as Bitcoin and Ethereum (sometimes called layer-
1 chains) as well as higher-level developments, such as de-
centralized finance (DeFi) protocols [2]]. DeFi protocols [3]]
(e.g. Aave, Uniswap, and Curve) facilitate borrowing, lending,
and exchanging crypto-assets without a financial intermediary
[4], but rather via parameterized algorithms. For instance, an
Aave-like DeFi lending protocol—the focal protocol of this
study—operates using various parameters, including interest
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rate model parameters as well as risk parameters such as
collateral factor and liquidation threshold. These asset-specific
risk parameters dictate the extent of overcollateralization and
liquidation incentivization of each eligible cryptocurrency,
which are vital in protecting the protocol from insolvency
due to loan defaults or adverse market movements. As such,
those parameters require ongoing monitoring and adjustments
to ensure their suitability in the fast-changing crypto market.

Commonly, the adjustment of protocol parameters is deter-
mined through a governance process [5]—[7]. A proposal on
such an adjustment is first posted on the protocol’s forum,
where the community forming the protocol’s decentralized
autonomous organization (DAQO) voice their opinion. The
decision of whether or not to adopt a particular proposal is
generally subject to a vote by holders of the governance tokens
of the corresponding protocol [§]]. Voting can be done directly
in the protocol’s own governance forum, which typically
employs single-choice voting, and/or on open platforms such
as Snapshot (snapshot.org) and Tally (tally.xyz) where more
sophisticated voting mechanisms such as weighted voting or
quadratic voting can be supported [9].

a) Motivation: In recent years, DeFi governance forums
have witnessed increased activity, particularly on risk-related
matters, reflecting the community’s growing recognition of
the importance of DeFi governance (see Appendix [A). Un-
fortunately, the protocol’s core team often holds a significant
portion of governance tokens [10] and assumes responsibility
for post-voting execution, defeating the purpose of decentral-
ized voting. In addition, the current governance process—
comprising observing/ideation, proposing, discussion, voting,
and eventual abortion/implementation—is labor-intensive and
time-consuming. As an example, exhibits a gover-
nance proposal on the Aave (the protocol) governance forum
suggesting to increase the liquidation threshold for the AAVE
(the underlying token) market. The person justified their
proposal by quoting the price performance of the AAVE token
compared to a reference token LINK. The discussion of this
thread lasted almost three weeks—from 3rd to 21st of January
2021, eventually resulting in the rejection of the proposal. This
lack of agility inherent to the lengthy governance procedure
is especially problematic in the rapidly evolving and volatile
crypto market. As demonstrated in Appendix Aave risk
parameters often remain unchanged even amid significant
fluctuations in key market indicators such as price volatility,
trading volume, and utilization ratio (borrow over supply).

The rigidity of the current governance model also leaves
a protocol vulnerable to malicious exploitation such as price
oracle attacks [12]], where an attacker temporarily inflates the
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Summary:
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dynamic comparison to the former asset (expressed in ETH since the LT and HF calculations are based
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AAVE: from 0.144 to 0.960 - 33.3% reduction
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Overall AAVE enjoys great liquidity across ETH,BTC and Stablecoin pairs and there is no solid reason
as to why it should not benefit from the same liquidation threshold as LINK.

Anhigher liquidation threshold will improve the Health Factor for AAVE holders that deposited AAVE as Jan'21

collateral and contribute to the protocol TVL, while keeping the LTV ratio the same will limit the
borrowing risk that they are allowed to undertake just as before

Let's have the comments and polling going unti the 11th of January 2021.

| am asking the AAVE Genesis Team or any team/individual possessing the technical capacity for an
AP to submit the AIP this proposal on the week of the 11th, if judging by
the comments and poll results the attitude towards the proposal is positive.

Increase AAVE Liquidation Threshold to 75%

voters
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Figure 1: A proposal in Aave governance forum to increase
the liquidation threshold of the AAVE token [11].

price of a collateralizing asset in order to borrow more than
they should, with no intention of repayment. Lending protocols
such as bZx Protocol and Cream Finance suffered losses of $8
million in 2020 and $130 million in 2021, respectively, due to
price oracle exploits using “flash loans” [[13].

Overall, the current de facto centralization of governance
processes and their inability to promptly respond to dynamic
market changes jeopardize the integrity of DeFi protocols
and compromise their security. Despite recent efforts, such as
[14], to establish a more adaptive DeFi parameter adjustment
scheme, there exists no framework for a governance model that
is both more efficient and effective in general, and resilient
against major market manipulations, such as price oracle
attacks, in particular.

The aforementioned challenges underscore the urgent need
for more agile, automated, attack-resilient, and generalizable
governance mechanisms. In this paper, we address this need
by introducing Auto.gov, a parameter adjustment framework
based on deep Q-network (DQN) reinforcement learning (RL).
Specifically, using the lending protocol mechanism for the
environment setup, we apply DQN RL to train a governance
agent to determine the optimal adjustment policy for lending
pool assets’ respective collateral factors, under scenarios both
with and without price oracle attacks. Established as a proof-
of-concept using an abstract DeFi environment, our approach
lays the groundwork for more concrete implementations.

Equipped with RL, Auto.gov is well-suited for this type of
automation for several reasons. Firstly, the DeFi environment
can be modeled as a Markov Decision Process (MDP), where
future states are determined solely by current states and ac-
tions, aligning well with RL principles. Secondly, unlike many
other machine learning models that rely on static datasets and
require retraining to adapt, RL excels at rapidly responding
to the complex and unpredictable dynamics inherent in DeFi
systems, providing a governance approach that is robust,
resilient, and capable of evolving alongside shifting market
conditions. Thirdly, Auto.gov takes into account the long-

term consequences of decisions, a critical aspect for DeFi
governance where decisions can significantly impact protocol
stability, user trust, and risk tolerance. Lastly, the design of
Auto.gov reduces the potential for human error and mitigates
the risk of “black-swan” events through the prevention of
erratic system behavior as only gradual adjustments at each
step are allowed.

b) Contributions: Our contributions are summarized be-

low[}

« To the best of our knowledge, this paper represents the
first attempt to integrate DeFi governance with artificial
intelligence (A).

« We formalize and parameterize an Aave-like DeFi envi-
ronment that models the interaction between the protocol,
user, and external market; the stylized environment can
be easily modified to apply to different types of DeFi
protocols and to accommodate diverse user behaviors.

« We quantitatively demonstrate Auto.gov’s superiority in
both efficacy and efficiency. Auto.gov exhibits particular
effectiveness in countering oracle attacks: in a simulated
training environment, it boosts the DeFi protocol’s final
profit by over 60% compared to the baseline gover-
nance agent; in real-world testing, it outperforms the
best benchmark approach by 14% and the static baseline
approach tenfold. Besides, Auto.gov adapts swiftly to
DeFi environments, making robust, profitable decisions
in about 4 hours of training using only a laptop, several
orders of magnitude faster than the week-long voting-
based governance process.

II. RELATED WORK

a) DeFi modeling and management: Our work is in-
spired by existing literature on modeling the behavior and
risks associated with DeFi, as well as effective protocol
management.

Kao et al. [[15]] employed agent-based modeling to conduct a
stress test on the market risks faced by participants of the Com-
pound protocol. They recommend that the community utilize
their simulation-based assessment to evaluate any new assets
proposed for introduction to the protocol; Bartoletti et al. [16]
formalized the mechanisms of DeFi lending protocols and
describe the over- and under-collateralization risks associated
with those protocols; Perez et al. [[17] depicted an anecdotal
liquidation event on Compound and analyze its root cause.
The three aforementioned works concentrate on modeling and
analyzing different aspects of DeFi protocols. In contrast, our
approach directly formulates governance measures aimed at
improving the overall safety and profitability of the protocol.

In 2024, Bastankhah et al. [14] introduced an adaptive,
data-driven protocol for DeFi borrowing and lending, which
is closely related to ours. This protocol features a high-
frequency controller that dynamically adjusts interest rates
to ensure market stability and competitiveness with external
markets. However, there are three key differences between
their work and ours: (i) Their primary goal is to develop a
DeFi protocol focusing on efficiency, whereas our focus is

IThe code is open-sourced at |https://github.com/xujiahuayz/auto-gov.
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on revenue maximization; (ii) They design an entirely new
DeFi protocol, while our work involves a DeFi governance
agent that can be integrated into existing DeFi protocols for
better governance; (iii) In terms of methodology, we employ
Al, whereas their approach relies on optimization techniques.

b) Machine learning for DeFi: Our work is connected to
the literature on machine learning for DeFi. Babu et al. [1§]]
proposed a decentralized interest rate swap platform using
machine learning algorithms, like LSTM and SVM, to predict
interest rate volatility. Palaiokrassas et al. [19] investigated
the application of machine learning (e.g., logistic regression,
random forest, XGBoost, CatBoost, LightGBM, and CNN) for
credit risk assessment in Multichain DeFi. John et al. [20]
proposed a swarm-learning-based credit scoring approach for
P2P lending protocols. Jiang et al. [21] applied a deep RL
framework to achieve a model-free portfolio optimization with
crypto-assets. Hou et al. [22] used deep RL to automate attack
analysis on blockchain incentive mechanisms. These works fo-
cus on predicting, optimizing, or evaluating specific elements
of DeFi with machine learning, offering recommendations to
users as a result. However, unlike Auto.gov, none of them are
directly engaged in the governance of DeFi.

¢) Related work in traditional finance (TradFi): Our
research also intersects with the body of literature on al-
gorithms and automation applied in the broader (traditional)
finance field. Algorithmic trading in particular has been in-
tensively studied in both finance and computer science litera-
ture [23[]-[25]. Cao [26] surveyed Al and data science (AIDS)
techniques, as well as their challenges and opportunities in
financial businesses. Huang et al. [27] devised a two-step
machine learning algorithm—the Supervised Adaptive Group
LASSO (SAGLasso)—to construct return predictors for TradFi
instruments such as government bonds. Spiegeleer et al. [28]]
demonstrated the usage of machine learning to achieve fast
pricing, hedging, and fitting for financial derivatives. While
all these studies apply machine learning to various areas of
finance, our research is distinctly focused on DeFi governance.

III. ENVIRONMENT AND AGENT MODELING

For our RL experiments, we establish a simplified DeFi
environment that consists of users and an Aave-like lending
protocol. The RL agent seeks to optimize the protocol’s net
position by adjusting each lending pool’s collateral factor.
illustrates the complete action-state space of our
RL environment, further elaborated in [Section 1II-A] and [Sec]
[tion IIT-BI

A. Actions

Actions, denoted as a, refer to decisions made by a related
party in response to the current state of the environment.
1) Governance agent actions:

a) Raise / lower / keep collateral factor: When the
governance agent raises, lowers, or keeps the existing collateral
factor of a specific lending pool, the pool’s collateral factor
increases, decreases, or remains the same, respectively. In our
pursuit to develop an automated governance agent that dynam-
ically adjusts policies using machine learning, the quality of
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Figure 2: Action-state space encompassing users, lending
pools and external markets of individual cryptocurrencies, and
governance agent.

the agent’s decisions becomes crucial for the proper operation
of the lending protocol. However, the inherent lack of trans-
parency and control in machine learning models may introduce
additional risks and uncertainties to the system. Therefore,
to guarantee the certainty, controllability, and security of the
actions made by the governance agent, we have implemented
an additional layer of constraints on the agent’s actions. First
of all, we check the validity of agent actions (e.g., collateral
factors must never exceed 1 after adjustment) so that only
reasonable actions are applied to the protocol. Besides, our
implementation caps the incremental increase or decrease at
2.5%, meaning that even if the governance agent makes poor
decisions, any potential harm to the DeFi protocol would
only be gradual and minimal, allowing for easy detection and
correction by the community.
2) User actions:

a) Deposit: When a user deposits into a specific lending
pool (i.e., depositing ETH to the ETH pool, USDC to the
USDC pool, and so on), the pool’s fotal available funds
increase by the deposited quantity. Simultaneously, the same
amount of interest-accruing supply tokens are minted to their
address, tracking the accrual of interest at the supply interest
rate and reflecting the increase in the user’s supply value.

b) Withdraw: When a user withdraws from a lending
pool, its fotal available funds decrease by the withdrawn
amount, and the same quantity of interest-accruing supply
tokens are burned. The quantity withdrawn cannot exceed
the user’s existing balance of supply tokens, and, after the

withdrawal, the user’s loan health H (see|Section I11-B2)) must



not drop below 1.

¢) Borrow: When a user borrows from a specific lending
pool, the pool’s fotal available funds decrease by the bor-
rowed quantity. Simultaneously, the same quantity of interest-
accruing borrow tokens are minted, tracking the accrual of
interest at the borrow interest rate and reflecting the increase
in the user’s borrow value. The maximum borrowable amount
is such that after the borrow, the user’s loan health H must
be at least 1.

d) Repay: When a user repays, the pool’s total available
funds increase by the repaid amount, and the same quantity of
interest-accruing borrow tokens are burned.

e) Liquidate: In our stylized training environment (see
Configuration in [Section V-A), liquidating a borrow
position—on an aggregate level—updates the pool states (total
available funds and interest-accruing borrow tokens) just like
a repayment, but it also lowers the user’s borrow confidence
(see [Section TTI-B2).

f) Offset: Instead of repaying with the underlying asset, a
user can also reduce the borrow position by burning the same
quantity of the asset’s supply tokens and borrow tokens. The
action is equivalent to withdrawing and repaying combined.

B. States

The states, collectively denoted as S, represent the current
situations or configurations of an environment that an agent
interacts with. They consist of lending pool states, user states,
and market states.

1) Lending pool states:

a)

Total available funds F;: Total available funds of lending
pool 7 is the amount of its underlying token ¢ remaining
in the pool available to be withdrawn or borrowed. From
the accounting perspective, total available funds are on the
asset side—equivalent to cash—of the pool’s balance sheet,
and hence positively contribute to the pool’s net position
(Equation [T).

b) Supply tokens S;: Supply tokens are interest-accruing
tokens (such as Aave’s aTokens) that keep track of the amount
of funds a lending pool owes to the user over time. From
the accounting perspective, supply tokens, bearing the nature
of payables, are on the liability side of the pool’s balance
sheet, and reduce the pool’s net position (Equation [I) [29].
The number of supply tokens also negatively influences the
utilization ratio of the pool. A user’s supply value within a
pool equals the value of a user’s allocated supply tokens within
that pool times the current price of the underlying token.

c) Borrow tokens B;: Borrow tokens are interest-
accruing tokens that keep track of the amount of funds the
user owes to the lending pool over time. From the accounting
perspective, borrow tokens, bearing the nature of receivables,
are on the asset side of the pool’s balance sheet, and hence
enhance the pool’s net position (Equation [I)). The number of
borrow tokens also positively influences the utilization ratio of
the pool (see Equation [2] below). A user’s borrow value within
a pool equals the value of a user’s allocated borrow tokens
within that pool times the current price of the underlying
token.

d) Bad debts D: While the lending protocol is generally
secured by its overcollateralization and liquidation mechanism,
under extreme market conditions, e.g. when the price of a
collateral asset experiences a sudden drop, the protocol may
still suffer from bad debts. Bad debts are the amount of funds
that the lending protocol is unable to recover from the user;
they occur when a user’s loan position is undercollateralized—
i.e. when a user’s supply value does not suffice to cover their
borrow value, leaving the user with no incentive to repay
the loan and other network participants with no incentive
to liquidate the position (see also [Section V-C2). From the
accounting perspective, bad debts are deemed expenses, and
hence negatively contribute to the pool’s net position (Equa-
tion [T).

e) Net position N: The net position of the lending
protocol is calculated as the difference between the protocol’s
total reserve and bad debts, specifically:

N=%P - (F;+B;—S)]—-D, (1)
—_— —
=W;

where F; denotes lending pool ¢’s total available funds (Assets:
Cash), B; the borrow tokens (Assets: Receivables), S; the
supply tokens (Liabilities: Payables), all denominated in token
unit, and P; denotes the price of token ¢. Reserve W; reflects
lending pool ’s net worth under the assumption that all
outstanding loans will be paid back; the lending protocol is
insolvent when ¥, (P;-W;) < D, a state we term “bankruptcy”.

f) Utilization ratio U;: The utilization ratio of lending
pool ¢ is the ratio of the number of borrow tokens to the
number of supply tokens, formally

U; = 3t )

A low utilization ratio indicates capital inefficiency, while
a high utilization ratio signals a high liquidity risk of the
pool. The utilization ratio is therefore used to determine the
pool’s supply and borrow interest rates through a pre-defined
interest rate model, a monotonically increasing function of the
utilization ratio. When the utilization ratio is low, both the
supply and borrow interest rates are low, in order to discourage
supply and encourage borrow to drive the utilization ratio
higher; when the utilization ratio becomes too high, both the
supply and borrow interest rates increase exponentially, in
order to discourage borrow and encourage supply to drive the
utilization ratio lower and to mitigate liquidity risk.
g) Collateral factor C;: The collateral factor C; € [0,1)
of a specific lending pool ¢ determines the fraction of a
user’s supply value in pool ¢ counted towards the user’s total
borrowable value. In other words, the user’s total borrowable
value is given by > ,(V;® - C;). As a numerical example,
consider C; = 0.2, Cy = 0.8, V° = $100, and V5° = $50;
that is, the collateral factor for lending pool 1 is 0.2 and for
pool 2 is 0.8, and the user has a supply value of $100 in pool
1 and $50 in pool 2. The user can therefore borrow up to $60
(= $100 x 0.2 + $50 x 0.8) in total across all lending pools.
Conventionally, the collateral factor associated with each
lending pool is manually adjusted by the protocol team based
on the underlying token’s risk profile such as price volatility
and level of centralization. The riskier an asset is deemed,



the lower the collateral factor is set to be. A higher collat-
eral factor means a higher borrowing capacity, and hence a
higher liquidity risk. Therefore, the collateral factor positively
influences a pool’s attractiveness for borrow, and negatively
influences its attractiveness for supply.

h) Supply interest rate R?: The supply interest rate of
lending pool ¢ is the interest rate that the lending pool pays
to the user for supplying funds. A higher supply interest rate
means a higher proliferating speed for supply tokens due to
interest accrual. The supply interest rate is set such that, at each
step, the supply interest to be accrued can be fully covered by
the borrow interest to be accrued with some spread ¢ € (0,1),
ie. R =RE.U;,-(1-%).

i) Borrow interest rate RP: The borrow interest rate of
the lending pool ¢ is the interest rate that the user pays to the
lending pool for borrowing funds. A higher borrow interest
rate means a higher increasing speed for borrowing tokens due
to interest accrual. The borrow interest rate is set according to
a pre-defined interest rate model, which in our environment,
is set to be RE = b(liiUL)’ where b > 0.

J) Attractiveness for supply: The attractiveness for the
supply of a lending pool is a derived state designed to model
how a pool’s states influence the user’s willingness to supply
funds to the entire lending protocol. A user’s supply confidence
in the lending protocol is positively affected by the aggregate
attractiveness for the supply of all lending pools in the protocol
(sce [Figure 2).

k) Attractiveness for borrow: The attractiveness for bor-
row of a lending pool is a derived state designed to model how
a pool’s states influence the user’s willingness to borrow funds
from the entire lending protocol. A user’s borrow confidence
in the lending protocol is positively affected by the aggregate
attractiveness for the borrow of all lending pools in the
protocol.

2) User states:

a) Supply value V°: The supply value of a user is the
sum of their supply value across all lending pools: V° =
>, Vi =3".(Si - P;), where S; is the quantity of the user’s
token 7 supply quantity and P; the price of token 7. All other
things equal, a higher supply value decreases the user’s loan-
to-value ratio ‘é—? thus increasing the user’s loan health.

b) Borrow value VB: The borrow value of a user is

the sum of their borrow value across all lending pools:
VB =3 .ViP =3 .(B; - P,), where B; is the quantity of
the user’s token ¢ borrow quantity. All other things equal, a
higher borrow value increases the user’s loan-to-value ratio
and hence decreases the user’s loan health.
c) Loan health H: The loan health of a user is the
ratio between their aggregate loanable value, which equals
the sum of the collateralizing asset’s supply value respectively
discounted with each asset’s collateral factor (see numerical
example under , and their aggregate borrow
value: H = % H > 1 signifies a healthy loan
position, and H < 1 triggers liquidation.

d) Supply confidence: The supply confidence of a user is
a derived state designed to model their willingness to supply
funds to the lending protocol. Numerically speaking in our
environment, supply confidence is measured by supply buffer

Vv
v

§9 € [0, 1], which is the amount of funds that a user withholds
as a fraction of their total funds willing to be supplied
to this specific lending protocol (as opposed to competing
protocols). High supply confidence—or low supply buffer—
encourages the supply action, while low supply confidence—

or high supply buffer—discourages it (see and
Section V-D3).

e) Borrow confidence: The borrow confidence of a user
is a derived state designed to model their willingness to borrow
funds from the lending protocol. Similar to supply confidence,
borrow confidence is measured by borrow buffer 57 € [0, 1].
High borrow confidence—or low borrow buffer—encourages
the borrow action, while low borrow confidence—or high
borrow buffer—has the opposite effect.

3) Market states:

a) Price P;: The price of an underlying token of a
lending pool 7 positively affects both the supply value and
the borrowed value of a user within that pool. Token price
movements follow a stochastic process (see for
simulated price time series).

b) Competing supply interest rate Rf’c: The competing
supply interest rate of token ¢ is offered by the external market,
representing the opportunity cost of supplying funds to the
lending protocol. A higher competing supply interest rate
reduces the attractiveness for supply of the lending pool ¢,
and encourages the user to withdraw funds from the protocol

(to supply to a competing protocol) (see under
Section V-C).

c) Competing borrow interest rate RlB’C: The competing
borrow interest rate of token ¢ is offered by the external
market. A higher competing borrow interest rate increases the
attractiveness for borrow of the lending pool i, while a low
one encourages the user to repay their loan (and to instead
borrow from a competing protocol).

C. Reward

We approximate the protocol’s profitability using the change
in the net position N after each incremental step: AN, =
Ny — Ny;_1. The governance agent acts in the interests of
the lending protocol, whose ultimate objective is profit max-
imizationﬂ To evaluate the agent’s performance, we compare
AN, in the RL environment against the baseline environment
(see [Section V-DI). The difference quantifies the extent to
which the governance agent outperforms the baseline agent.
The resulting performance metric forms the reward for the
governance agent, with an additional penalty applied in the

case of an invalid action (see [Section ITI-AT)). Specifically, the

reward is given by:

Ty = ANFL - ANtbaselme - Penalty : ]-invalid action

3)

2While alternative optimization objectives (e.g. the number of users, the
average duration of deposits) could be considered and the design can be
somewhat arbitrary, the rationale behind our choice of net position maxi-
mization as the objective is because the protocol ultimately belongs to its
governance tokenholders. These individuals are financially incentivized by the
price appreciation of governance tokens, whose fundamental value is directly
tied to the protocol’s profitability [30], [31].



where linvalid action 18 an indicator function that equals 1 if the
action is invalid and O otherwise. This reward serves as feed-
back, informing the agent about the immediate consequence of
its action in the given state. The discounted cumulative reward,
in turn, reflects the agent’s long-term optimization objective

(see [Section IV-A).

D. Transition function

The transition function is a key element representing the
environment’s response to the actions taken by the governance
agent, seamlessly integrated into our modeled DeFi environ-
ment. Each action performed by the governance agent prompts
a corresponding change in the environment, resulting in the
generation of respective state S.

IV. DESIGN OF THE GOVERNANCE AGENT

In this section, we present the design and training process
of the governance agent, which is responsible for making
appropriate decisions for DeFi protocols.

A. Reinforcement learning-based agent

We employ reinforcement learning (RL), an artificial in-
telligence approach for training agents to make optimal de-
cisions in complex and uncertain environments (i.e., DeFi
ecosystems) in the presence of attacks. Specifically, we use
a deep RL agent [32] to serve as the governance agent, which
dynamically selects the best action based on the current state
of the DeFi protocols. This approach is well-suited for our
purpose, as it enables the agent to learn from past experience
and adapt its behavior to changing conditions in real time.
By leveraging a RL agent, we can ensure that our protocol is
flexible, adaptable, resilient to attacks, and able to optimize its
behavior to maximize its performance under various scenarios.

illustrates the architecture of the proposed ap-
proach. Our goal is to train a policy 7w for the governance
agent to maximize the discounted, cumulative reward Ry =
> o ~tr, where ~y denotes the discount factor. We leverage
deep Q-learning [33]] to conduct the learning process for the
governance agent, where a function @ : S X @ — r can tell
the agent what the reward would be. Then, the policy m of
the governance agent can be represented as which
always selects the action a that can maximize the value of the
@ function. In this equation, S; denotes the state S at time t.

7(St) = argmax Q(St, a) 4
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Figure 3: Architecture of Auto.gov. The detailed DeFi envi-

ronment is illustrated in

Algorithm 1 High-level training procedure for the RL-based
governance agent.

1: Initialize DQN @ R
2: Initialize target network @
3: Initialize experience replay memory D
4: while not converged do
5: € <— new epsilon with e-decay > Sampling
6: Choose an action a from S using policy e-greedy(Q)
7: Agent takes a, observe reward 7 and the next state S’
8: Store transition (S, a,r,S’,is_done) in D
9: if enough experience in D then > Learning
10: Sample a batch of transitions from D
11: for every transition (S;, a;, 7,5’ ;,4s_done;) in batch do
12: if is_done; then
13: Yi T
14: else R
15: Yi < Ti +ymaxgcq Q(S4,a)
16: end if
17: 6« % ZZN:BI(Q(Si,ai) — ;)2 > Error
18: mo < 0,v9 < 0,t+ 0 > Adam optimization
19: while Q)+ not converged do
20: t—t+1
21: gt < VQ(St_l
22: my < Bimi—1 + (1 — B1)gs
23: vt < Bave—1 + (1 — B2)g?
24: mMe 1’_"2;{ > Correcting bias
25: Vg 1Ef3§ h
26: Qt + Ilx o (Qi—1 — \/‘%’1‘“) > Updating
27: end while
28: end for R
29: Synchronize Q with Q) if reaches threshold
30: end if

31: end while

For each training update, we enforce that every () function
for the policy 7 follows the Bellman equation (Equation 3)),
where the difference between the two sides of the equality is
known as the temporal difference error § (Equation 6). Here,
S’ represents the state that the environment transitions to after
the agent takes an action from the current state S.

Q™(S,a) =r+9Q™(S',7(S)) (5)
0 =Q(S,a) = (r+ymaxQ(s',a’)) (6)

Additionally, considering the potentially vast state space and
the expected growth with the increasing number of lending
pools, we employ a DQN [34]] to serve as the policy network
for the governance agent, enabling it to monitor multiple pools
simultaneously. In a DQN, a deep neural network acts as an
approximator for the Q-function [35]]. The DQN combines
the strengths of both deep learning and Q-learning to tackle
complex reinforcement learning problems with large state
spaces, providing an efficient and robust approach for learning
optimal policies.

Furthermore, to expedite the process of error elimination,
we utilize Adam optimization [36]] during training. Adam is
an optimization algorithm that is commonly used to train deep
neural networks. It is a variant of stochastic gradient descent
(SGD) that adapts the learning rate for each weight in the
network based on historical gradient information. Other opti-
mization algorithms such as Gradient Descent and traditional
SGD were attempted and Adam outperformed them all.

Algorithm |[1| formalizes the training procedures including
sampling, Adam optimization, and neural network updating,



where g, denotes the gradient at step ¢, m; is the exponential
moving average (EMA) of gy, v; is the EMA of g2, 31 and S
are hyperparameters used in the moving averages of g7 and g;,
« denotes the learning rate, and p is a small number to prevent
the denominator from becoming 0. Additionally, e-greedy(Q)
is a method to balance exploration and exploitation, where €
refers to the probability of choosing to explore as opposed to
exploiting. During the training, the input data is the states and
rewards that come from the simulated market environment.

B. Target network

To prevent overfitting during the training process and en-
hance the agent’s resilience to potential attacks, we have
implemented a target network [32]]. The target network is a
critical component in the training process of DQNs. It consists
of a separate neural network with the same architecture as the
primary or online network, but with a distinct set of weights.
The primary purpose of the target network is to provide more
stable and consistent target values for the Q-learning updates.
In our approach, the training procedure involves periodically
copying the weights from the online network to the separate
target network, as illustrated in and Algorithm [T}
The target network aids the governance agent in enhancing
stability and convergence, ultimately resulting in more reliable
and robust learned policies.

However, simply employing the target network may bring
side effects, such as conservative Q-value estimations, tempo-
rary performance drops, and slower training. To address the
disadvantages associated with the target network, we propose
a hybrid approach that employs the primary network and the
target network during different phases of the agent training.
This new method results in faster training and better agent
performance. We provide more details regarding this hybrid
approach in Appendix

C. Prioritized experience replay

To equip the governance agent with the ability to adapt
to diverse DeFi environments, expedite the policy network’s
training, and swiftly enhance its resistance to potential attacks,
we also have incorporated prioritized experience replay into
our RL agent as an optional training feature.

Prioritized experience replay [37] enhances the standard
experience replay technique, which uniformly stores and sam-
ples experiences during training. While experience replay
helps break the correlation between consecutive samples and
decrease update variance, prioritized experience replay assigns
significance to each experience based on the discrepancy be-
tween actual and predicted Q-values. This approach increases
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Figure 4: Operations for training the governance agent with
the target network.

the likelihood of sampling and learning from unexpected
experiences or those with greater potential to boost the agent’s
performance.

Once the DQN @ is fully converged and the governance
agent is properly trained, the governance agent can be used
for setting parameters for the lending pool individually, even
without the reward feedback from the DeFi environment.

V. SIMULATION SETUP
A. Environment abstraction

For ease of experimentation, we abstract the DeFi lending
protocol environment with the following configurations with-
out loss of generality:

i) Following the common practice in macroeconomics [38]],
we model market user actions on an aggregate level, i.e.
we have one representative agent who behaves as the
entire user base collectively does.

ii) There is no liquidation incentive, as it is a zero-sum game
among users (the liquidator wins and the borrower loses),
and on an aggregate level, the inclusion or exclusion of
liquidation incentive does not directly affect our optimiza-
tion goal: maximizing the protocol’s net position N (see

Equation T).

iii) We equate liquidation threshold with collateral factor.

B. Lending pool establishment

We experiment with how asset price volatilities might affect
the RL agent’s collateral factor determination. Two assets are
insufficient to model one stable asset and one volatile asset; if
Asset A is volatile against B, then B must be volatile against A.
Thus, we need at least three assets to demonstrate the volatility
effect on the collateral factor in a self-contained modeling
environment. To this end, we include in the lending protocol
environment three lending pools covering all three types
of crypto-assets: ETH—the numeraire or the denominating
asset of the protocol, USDC—a USD-pegged stablecoin, and
TKN—some arbitrary token.

C. User reaction simulation

illustrates the series of user’s reactions, pre-
programmed in our model environment, according to the
market condition as well as the user’s own financial status.

1) Attack scenario: In each episode, the environment ran-

domly generates 3 steps where a price oracle attack will be
performed before other ordinary actions from the market user.

While Auto.gov is agnostic about how exactly the market

manipulation occurs, a typical way to achieve an arbitrary
price hike is through a flash-loan-funded price oracle attack
[39]-[41]] that involves:

i) driving the price of a crypto-asset high temporarily by
buying a sizable amount of that asset with funds (usually
in ETH or stablecoin) borrowed through a flash loan
which requires no collateralization;

ii) depositing this asset at the inflated price;

iii) borrowing out funds worth more than the true value of
the deposited asset;
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iv) using part of the borrowed funds to repay the flashloan
and profiting from the excess.

Crypto-assets with a thinner market are generally more vulner-
able to price manipulation; more widely-adopted assets such
as ETH or USD-pegged stablecoins often get drained from the
lending protocol under the attack described above.

At the step where an attack shall occur, the price of TKN
first becomes inflated by 200 times. Then the market user
deposits all their available TKN to the lending pool to increase
their supply token balance in TKN. Next, the user offsets their
TKN loan with TKN supply tokens as much as possible, such
that all the remaining TKN supply tokens can be used to back
other, more valuable loans. The user subsequently offsets their
ETH and USDC loans with the corresponding supply tokens
as much as possible, such that the remaining ETH and USDC
loans will be mainly backed by TKN at an inflated price. The
user then seeks to borrow out as much additional ETH and
USDC as possible from the lending pools, possibly depleting
the pools before the faked borrow quota is used up. Finally,
the user withdraws TKN to restore their initial TKN balance
as much as possible.

2) Loan default scenario: A user is likely to default on
their loan if their undercollateralized value—defined as their
total borrow value less total supply value—is positive, leaving
them with no incentive to repay the loan for collateral rescue.
As intended by the attacker, loan default is most likely to occur
following a price oracle attack, although it may also happen—
albeit much less likely—absent malicious behavior when the
market simply is too volatile. When a loan defaults, the
undercollateralized value will be treated as bad debt expenses,
reducing the net position of the protocol (see Equation [I)).
Under major attacks when the attacker manages to borrow out

a relatively large amount of ETH and USDC, the bad debt
expenses can suffice to cause the protocol to bankrupt, i.e.
having N < 0, a non-positive net position (see[Section III-BT),
which ends the episode prematurely.

3) Ordinary scenario: In an ordinary scenario, the user
deposits (withdraws) based on how attractive (unattractive)
the lending pool is for depositing, which then depends on
how much higher (lower) the lending interest rate and the
collateral factor of the underlying asset of the lending pool
is compared to the external market level. If the user decides
that the lending pool is relatively unattractive, they will seek
to withdraw liquidity. If they are not able to withdraw within
the limit at will—e.g., when their deposited funds are lent out
by the protocol, leaving the pool with insufficient liquidity
for large withdrawal—they will withdraw as much as possible
but also increase their supply buffer, meaning they will supply
less liquidity in the future steps for precaution even when the
lending pool is attractive for depositing.

The user subsequently checks their loan health, i.e. whether
their loan value has exceeded the aggregate loanable value
backed by the collateral. If healthy, the user decides whether
to borrow more or repay depending on how much more or
less the lending pool’s borrow interest is compared to the
market level. If unhealthy, the user tries to repay and restore
their loan health as much as they can in the first instance.
If still unhealthy, additional external funds will be injected
into the user’s account to repay the loan. This is to mimic
the effect of liquidation, where the liquidator repays the loan
on behalf of the borrower and seizes the latter’s collateral.
Note that as discussed in we only model one
market user to represent the aggregate user behavior’s effect
on the protocol. In that sense, a loan turning liquidatable can
in fact directly increase the liquidity of the lending pool. On
the flip side, however, the user loses some borrow confidence
and consequently increases their borrow buffer every time their
collateral becomes liquidatable, meaning they will borrow less
in future steps for precaution even when the lending pool
is attractive for borrowing. In addition, the newly injected
liquidity is still subject to withdrawal in future steps should the
lending protocol exhibit unfavorable conditions for depositing.

D. Additional setups for the DeFi lending environment

1) Baseline environment: The baseline environment will be
initiated exactly like the main training environment, including
the price trajectories of all tokens, as well as the steps at
which an attack would occur. The only difference is that there
is no governance agent in the baseline environment, and the
collateral factors will remain at their initial value of 0.8 for
all three tokens throughout each episode.

2) Asset price simulation: The initial prices—all denomi-
nated in ETH—of TKN, USDC, and ETH are all normalized
to 1. Following the common practice in econometrics and
financial stochastics [42]], we model the token price time series
P, as a geometric Brownian motion with y; and o; that can
be time-variant but are piece-wise constant within every step.
The price update at each step can be formally expressed as:

o2
P, = elmm)towe (7)



Table I: Key hyperparameters of the RL agent and its DQN.

Total number of layers 5 | Input neurons 10X pool_num
DQN hidden layers 3 | Number of training episodes 7,301
Neurons in hidden layer 1 256 | Target net switch on point 0.3
Neurons in hidden layer 2 256 | Learning rate (o) 0.001
Neurons in hidden layer 3 256 | Gamma () 0.5
Epsilon (e) start 1 | Batch size (with attack) 32
Epsilon (e) end 2e-3 | Batch size (without attack) 256
Epsilon (¢) decay Se-7
where w; ~ N(0,1).

As a numeraire, ETH has by definition u; = 0,0 = 0,

ie. P, = 1. For USDC, we set u; = 1074, 0, = 0.05. For
contrast, we set TKN to be most volatile, with p; = 107°
and o, = 0.05 + %. Clearly, we attempt to synthesize
TKN price such that it becomes gradually less volatile before
day 200, and then increasingly more volatile. Note that the
simulated dummy price time series are only used for model
training purposes; we use real-life price data for the final test
(see [Seetion VID).

3) Other DeFi environment parameters: We set the initial
collateral factor for all three assets to be 0.8. We assume the
external competing supply and borrow interest rates to be 0.05
and 0.15 per annum, respectively, for all three tokens. We
additionally set the external competing collateral factors for
ETH, USDC, and TKN to be 0.7, 0.65, and 0, respectively.

The market user in the model has a starting balance of
20,000 units of ETH, USDC, and TKN each, and initiates
the three lending pools by depositing 15,000 units in each at
time 0. We further assume that the market user has an initial
safety supply margin and borrow margin both equal to 0.5,
meaning they will supply and borrow half as much as they
can initially. The supply and borrow buffers increase when
the user experiences withdrawal restrictions and liquidations
as described in The buffers also increase when
the collateral factor is adjusted due to the resultant unstable
image of the protocol perceived by the user. The buffer
values decrease if the user experiences smooth supplies and
borrows without restrictions or liquidations for over 20 steps
consecutively.

4) Random events and stochastic processes: For each

episode, new price trajectories (see|[Equation 7)) and attack time
points (see [Section V-CI)) are generated and equally applied

to both the RL and baseline environments. By incorporating
random events and stochastic processes in each episode, this
approach prevents the RL agent from overfitting to specific
price trajectories or attack timings, thereby enhancing the
robustness and generalizability of the trained model.

VI. RESULTS

In this section, we outline the implementation specifics of
our approach and present the evaluation results. We record
training times to gauge the model’s efficiency under various
configurations. The effectiveness of the model is directly
quantified by the training score, defined as the cumulative
rewards (see Equation 3 for reward function) at the end of each
episode. Since profit maximization is the predefined objective
(see [Section TII-C)), we also evaluate net position N to assess
the model’s efficacy, which closely aligns with the training
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Figure 6: Cumulative distribution functions (CDFs) of training
time per episode with different numbers of actions per episode.

scorel’] To demonstrate the model’s resilience to adversarial
conditions, we report training score and net position N in
scenarios both with and without attacks.

A noteworthy mention is that provides details
on how we initialize the DeFi environment.

A. Hyperparameter tuning

Our approach is implemented using PyTorch for the gover-
nance agent and OpenAl Gym for the DeFi environment. The
training evaluation processes are performed on a Mac laptop
with an M2 Pro CPU and 24 GB of RAM.

Fine-tuning hyperparameters is an essential part of building
the governance agent. [Table I|provides a detailed list of the key
hyperparameters used in the governance agent and its DQN.
Due to space constraints, we skip the lengthy process of fine-
tuning hyperparameters and place the justifications for key
hyperparameter selections in Appendix [C]

B. Training of the governance agent

Our initial evaluation focuses on the training of the gover-
nance agent, particularly examining the speed and effective-
ness of its training process.

First of all, the training speed is crucial due to the need for
retraining in changing DeFi environments or protocol updates.
depicts the cumulative distribution functions (CDFs)
of training time per episode for varying numbers of actions.
Training speed is crucial for the practicality of our approach,
as the governance agent may need updating or retraining in
response to different DeFi environments or protocol changes.
The results demonstrate that for all scenarios (i.e., 300, 450,
600, and 750 actions per episode), the training time remains
below 3000ms per episode. With 300 actions per episode,
the DQN can finish decision-making and training for each
episode within just 1000ms. Our experiments indicate that a
higher number of actions per training step can slightly enhance
training quality but can also considerably prolong the training
duration. Based on our findings, we determined that training
with 600 actions per episode is adequate for the rapid and

3The training score differs from the net position N in that the former reflects
the RL’s excess net position relative to the baseline model’s net position after
deducting any applicable penalties.



episode
0 1000 2000 3000 4000 5000 6000 7000
1 1 1 1 1 1 1 1
1.0- -1
©
3
05- -0 &
=
=
8
00- -
10’
2 10°
o
10°
(a) Without attacks.
episode
0 1000 2000 3000 4000 5000 6000 7000
10 _ 1 1 1 1 1 1 1 1 -1
B
3
0.5- -0 9
=
c
S
00- -
10
w
&10°
10°
2 0.00020 T TR AT Ry e o FTRA T i LA T
0.00015 z
baseline
0.00010 RL

0.00005

bankruptcy dens

(b) With attacks.

Figure 7: Changes in episode-end epsilon €, score, and loss
with increasing training episodes. Bankruptcy occurs exclu-
sively (though not always) in the presence of attacks; in
the last plot of (b), the occurrence of bankruptcy at each
episode is marked by a short vertical line “I”, and its density
approximated by kernel density estimation (KDE) curves.

efficient training of the governance agent. Consequently, we
utilize 600 actions per training episode in all subsequent evalu-
ations, consistently yielding satisfactory results. Moreover, by
comparing Figures [6a] and [6b] we observe that using target
networks does not noticeably increase training time, as their
time costs are very similar. The remaining evaluation results
are derived from training that incorporates both the primary
network and the target network, as detailed in Appendix
The target network is activated only when € is less than 0.3
(indicated in [Table I). Moreover, as outlined in the
agent requires 7,301 episodes for full training, resulting in a
total training time of approximately 4 hours.

After landing on the appropriate hyperparameters, we train
the governance agent for two scenarios: one without attacks
and one with price oracle attacks occurring at random steps
within each training episode (see [Section V-C). [Figure 7] illus-
trates the changes in epsilon, losses, and scores as the number
of training episodes increases in both scenarios. Epsilon (¢) in
RL represents the probability of the agent selecting a random
action to explore; otherwise, it chooses the best-known action
to exploit. As shown in [Table 1| and [Figure 7} we initialize €
at 1 to emphasize exploration during the early training phase.

Over the first 5,000 episodes, € decays gradually, shifting the
agent’s focus towards exploitation as it learns optimal actions.
Afterwards, e stabilizes at 5 x 1077, prescribing the agent to
concentrate on exploitation.

To enhance interpretability and mitigate fluctuations caused
by randomness, we employ the tanh function to normalize
scores to the range (—1, 1) [43]. Our experiment results in [Fig]
indicate that the governance agent converges effectively
after approximately 4,800 episodes, with tanh(score) initially
increasing before plateauing; correspondingly, while losses
briefly increase midway through training, they stabilize and
decrease as training progresses. In the absence of adversarial

attacks, the lending protocol can remain solvent (Figure 7a)).

However, when subjected to price oracle attacks, bankruptcy
likely occurs (Figure 7b). In the baseline environment, the
appearance of bankruptcies is distributed relatively evenly
throughout the episodes. In contrast, in the RL environment,
bankruptcies arise more frequently during the initial episodes
but the frequency decreases substantially after approximately
5,000 episodes, demonstrating the effectiveness of the training
process. In addition, we observe that even in the presence
of attacks, the governance agent’s convergence speed is not
slower than in their absence. This is attributed to the target
network, which helps prevent overfitting to the environment
and delivers a more robust policy.

Additionally, when combined with the delay information in
the agent can rapidly adapt to a specific DeFi envi-
ronment and make robust, profitable decisions within several
hours, using only the computing resources of a personal laptop.
Overall, our findings suggest that our approach can effectively
train a governance agent capable of making profitable and
robust decisions in various DeFi environments in a timely and
efficient manner.

C. Governance results

In this subsection, we analyze the governance decisions
implemented by the agent to determine the effectiveness of
the governance agent in managing the lending protocol.

For each scenario with or without attacks, we select one
early episode and one well-trained episode to demonstrate the
governance results. The early episode is the first episode whose
final score equals the medium score among all the episodes
before the target net is switched on. The well-trained episode
is the first episode that has the top 25 percentile final score
among all the episodes with a positive score after the target
net is switched on.

shows for selected episodes the RL governance
agent’s collateral factor determination for each token vis-a-
vis the tokens’ price movementﬂ We have noticed that in
early episodes either with or without attacks, the agent exhibits
a tendency to alter the collateral factor in a random and

“Borrowing a common practice from TradFi (see e.g. [44]]), we use the
logarithmic price return, expressed as In Ptjl , to represent price changes.
Using returns makes price movements across assets comparable, unaffected
by absolute price levels; using logged values symmetrically reflects the extent
of price increases and decreases (in contrast, unlogged values can produce
extreme positive returns that are theoretically infinite, while extreme negative
returns are capped at —100%).
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Figure 10: Protocol’s net position (V) of the RL environment compared with the baseline environment (see |Section V-D1)).

frequent manner. Note that during this phase, the agent has
not yet undergone training. After the agent has been trained,
the change of collateral factor becomes infrequent. This is the
correct learning outcome reacting to the design of the market
user behavior that a change of collateral factor increases their
supply buffer, which further decreases the funds available for
borrowing and ultimately reduces the protocol’s revenue.

In addition, the agent tends to adopt a more aggressive strat-
egy, i.e. maintaining collateral factors at a consistently high
level throughout the episode, in the scenario without attacks
than in the scenario with attacks. This behavior is intuitive, as
opting for a relatively dynamic collateral factor can enhance
the lending protocol’s resilience against price attacks, although
it may result in reduced profitability. The agent also appears to
understand that, even when the possibility of attacks is present,
as long as they are infrequent, the collateral factor can still be
set at a moderately high level to attract deposits and allow
borrows, ultimately leading to higher profits. Being able to
balance between keeping the protocol safe and maximizing
profits is the key learning outcome of the agent.

[Figure 9| illustrates the utilization ratio and reserve quantity
of the three token assets in the lending protocol for selected
episodes. Under price oracle attacks whose occurrences are
marked with “x” in the two subfigures, the utilization ratio
of TKN typically experiences a dip as the attacker always
first offsets TKN loans (see [Section V-C)). Under no attacks,
especially in well-trained episodes when collateral factors do
not undergo frequent and random alteration, the utilization
ratios of all three tokens almost always remain at an optimal
level of between 0.6 and 0.8. This is likely driven by the
correctly encoded market user reactions that tend to be borrow
when the utilization ratio is low (hence low borrow interest
rate) and supply when the utilization ratio is high (hence
high supply interest rate) (see [Section III-BT), thus keeping
the utilization ratio at a steady, equilibrated level. Comparing
and [0d] with and [8D] it is evident that
the governance agent has learned to effectively increase the
protocol reserve after being trained in scenarios both with and
without attacks.

The positive outcomes of training and learning are partic-
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ularly evident in which illustrate the protocol’s
net position. In early episodes, the undertrained RL agent
underperforms the baseline either without or
with the existence of attacks. The performance

rank flips in later episodes when the RL agent becomes well-

trained. In scenarios without attacks (Figure 10c), the RL

agent consistently produces a higher net position (as calculated
with [Equation ). In the presence of attacks (Figure 10d), the
RL agent slightly lags behind the baseline in terms of net
position during the initial steps. However, as the number of
steps increases, the agent remarkably outperforms the baseline,
showcasing the robust effectiveness of our model.

We further observe that the superiority of RL becomes more
pronounced in the presence of attacks: while the RL agent
outperforms the baseline agent by approximately 10% absent
attacks (Figure T0c), this advantage surges to over 60% when
attacks are present (Figure 10d), demonstrating the particular

advantage of Auto.gov in the attack-prone DeFi ecosystem.
Another point worth noting is that the agent’s reward value is
approximately equal to the difference between the orange line
and the blue line in It is evident that well-trained
agents achieve positive cumulative rewards over time, whereas
under-trained agents end up with negative cumulative rewards.

D. Tests with real-world data

We further evaluate our well-trained governance agent by
testing it against other approaches using real-world data.

Regarding the real-world test data, we fetch from Crypto-
Compare.com the time series of daily ETH-denominated prices
of USDC and LINK, where LINK—the protocol token of
Chainlink—plays the role equivalent to TKN’s in our training
stage. We do not plant any attack event, as we believe that
all price manipulation activities—if any—have already been
manifested in the historical price data retrieved.

We test the policy generated by the well-trained agent
in comparison with not only the static baseline strategy
(see [Section V-DI)); additionally, we compare Auto.gov with
two benchmark approaches: a statistical approach and a Q-
learning-based approach. Since there are no existing ap-
proaches for automated DeFi governance, we have designed
and implemented these two benchmark approaches as follows.

a) Benchmark 1: statistical approach: This approach uti-
lizes a dynamic governance strategy derived from the analysis
of empirical data. The environment of Benchmark 1 is initiated
like Auto.gov and the baseline environments, and the strategy
used by Benchmark 1 to adjust the collateral factor in response
to market volatility following the two steps below:

i) Every 7 days, the governance agent in the benchmark
1 environment first calculates the theoretical collateral
factor:

Ci,t = max(Ci,o —b- Tit, 0),

where C;o = 75%, b = 0.08 and o, denotes the
standard deviation of daily log returns from ¢ —6 to ¢. The
value of C; o corresponds to the historical collateral factor
value of ETH (see and the value of coefficient
b corresponds to the coefficient of the 7-day volatility in
a simple ordinary least squares (OLS) regression with
the collateral factor being the dependent variable using
historical data (the same data used to generate [Table TIJ).
ii) The theoretical collateral factor C; ; is compared with the
current collateral factor to see whether an incremental
adjustment of 0.25 (see is needed: if the
theoretical value exceeds or falls below the current one
by over 0.25, then a downward or upward adjustment
of 0.25 is executed, respectively; otherwise, the current
collateral factor remains for another 7-day cycle.

b) Benchmark 2: Q-learning-based approach: We im-
plement an alternative automated DeFi governance approach
based on RL. The environment and agent modeling methods
are identical to those used in Auto.gov. However, Benchmark
2 relies on the original tabular Q-learning algorithm, which
uses a Q-table [33] to store state-action pairs. Since the state
is represented by continuous values, which could make the Q-
table infinitely large, we discretize the state values to ensure
they fit within the Q-table.

[Figure T1|illustrates the test result. The collateral factor ad-
justment policy determined by the trained RL agent (Auto.gov)
is depicted in The adjustment is only concentrated
within the first few steps and the collateral factors quickly
stabilize for the rest of the testing episode. The infrequent
adjustment aligns with what we observe in the well-trained

episodes from the training stage and[8d).



shows that all three lending pools in the RL environment
consistently build up reserve over time, and maintain a healthy
utilization ratio of between 0.6 and 0.8 quickly after the start
of the testing episode. Finally in |[Figure 11c| we demonstrate
our RL model’s superior capability in meeting its pre-set
objective of profit maximization, i.e. to increase /N as much as
possible (see [Section TII-C): the RL strategy outperforms not
only the static baseline strategy but also the two benchmark
approaches. Although Benchmark 2 is also based on RL, the
Q-table struggles to handle large state spaces effectively, lead-
ing to significantly worse performance compared to Auto.gov
and Benchmark 1. This limitation arises from the Q-table’s
inability to generalize across continuous state values and its
exponential growth with increasing state dimensions. These
shortcomings highlight the necessity of using DQN to power
Auto.gov, as it can efficiently manage large and continuous
state spaces through function approximation.

VII. DISCUSSION

This section discusses the limitations of Auto.gov and
proposes avenues for future improvements.

A. Limitations

a) Environment variations: For the ease of result inter-
pretation and due to facility constraints, we used a stylized
DeFi environment (see to achieve demonstration
purposes. Depending on the actual complexity of the specific
DeFi protocol and desired automation level, the training time
may increase, enhanced computational resources may be re-
quired, and the agent efficacy may vary.

b) Operator risks: Our approach may be subject to risks
stemming from the training operator. Currently, we are agnos-
tic about the training operator in our framework. Depending
on the exact design of the operator (e.g., DAO and elected
party), they may be able to employ biased training strategies to
instruct the governance agent in a manner that could generate
profits for the operators themselves.

¢) Adversarial machine learning attacks: Our approach
might be exposed to threats stemming from adversarial ma-
chine learning tactics [45]]. Firstly, adversaries might deduce
the agent model by probing or observation [46]], subsequently
forecasting the upcoming collateral factor for conducting ma-
licious activities. Conversely, by identifying weaknesses of
the model, adversaries may destabilize the agent with certain
input modifications by altering the environment. Addressing
this concern entails more rigorous training, regular validation,
real-time monitoring, and timely model updates [47].

B. Adjustments and expansions

For improvement and to address the limitations listed above,
our framework may be further adjusted and expanded as
follows:

a) More training dimensions: Instead of only training the
governance agent to find the optimal collateral factor adjust-
ment policy, we can also allow it to adjust other parameters
such as other risk parameters and the interest rate model
parameters.

b) More training scenarios: We can train the governance
agent under various scenarios such as different market condi-
tions (e.g. time-varying competing interest rates) and different
user behaviors (e.g. various levels of borrow confidence de-
crease after a collateral factor drop).

c) More sophisticated machine learning techniques: We
can apply more sophisticated machine learning models such as
multi-agent reinforcement learning by allowing users to also
be reinforcement learning agents with their own objectives
(e.g. maximizing their terminal wealth).

d) Model adaptability and transferability: With some
tweaks and modifications, our model can be easily extended to
other lending protocols such as Compound and dForce. Upon
proper amendment, the model can also be applied to other
types of DeFi protocols such as automated market makers
(AMMs). For example, the governance agent can dynamically
adjust AMM pool parameters—such as Curve’s amplification
coefficient [48[]—based on market conditions.

VIII. CONCLUSION

In this paper, we attempt to build an optimal, resilient
DeFi governance solution by first abstracting a simplified yet
comprehensive DeFi environment to model the governance
agent’s reward function, and then applying DQN RL to train
the agent to find the optimal policy for protocol parameter
adjustment. We use an Aave-like lending protocol, with the
likelihood of price oracle attacks as an example, but our
environment can be easily adjusted to apply to other protocol
categories and account for different types of attacks.

Our results clearly show that the trained agent successfully
adapts to various scenarios, including those with and without
attacks, demonstrating its capability to understand the conse-
quences of setting different values and the necessity of as-
signing appropriate values based on the specific situation. The
trained Auto.gov agent also demonstrates its superiority by
outperforming the static baseline approach and two benchmark
approaches (one statistical and one tabular Q-learning-based)
in environments with both simulated and real-world data.

Our experiment demonstrates the potential to replace the
existing lengthy governance procedure, which is fully manual
and entails human bias, with an RL-based approach that
emphasizes security, profitability, and operating efficiency. We
anticipate that more DeFi protocols will adopt (a variation of)
our model for their governance process, leading to a more
secure and efficient ecosystem.
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APPENDIX

A. Trend of discussion in DeFi governance forum

illustrates the occurrences of forum posts over

time across various categories, totaling 1,110 posts from July
2020 until April 2023. The discussion on smart-contract-level
adjustment—e.g., the value of risk parameters, acceptance or
deprecation of an asset as collateral—is typically under “Gov-
ernance” and “Risk”, two of the most active main categories.
Evidently from the governance forum, especially
the above-mentioned two categories, has been increasingly
used during the past year, indicating the growing significance
in DeFi governance perceived by the community.

B. Training with both the primary network and the target
network

In this appendix, we introduce our hybrid approach to
leveraging both the primary network and the target network in
agent training.

In RL, applying the target network is an effective ap-
proach to preventing overfitting during training and enhancing
the agent’s resilience to potential attacks. However, simply
employing the target network may bring the following side
effects:

o Stability vs. Responsiveness: The target network in-
creases stability but reduces responsiveness, causing tem-
porary mismatches between the online network’s esti-
mates and target values.

« Delayed learning: The infrequent updating of the target
network may lead to slower training and temporary
performance drops as the online network readjusts.

« Overestimation bias: Using a separate target network
can help mitigate overestimation bias but may result
in conservative Q-value estimations, causing temporary
performance drops.

To address the disadvantages associated with the target

network, we propose a novel approach for its implementation.
Initially, we train the agent using only the primary network,
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Figure 12: Statistics of Aave governance forum posts.

Algorithm 2 Training with both primary networks and target
networks.

1: Input total_episode_num

2: Input decay_funcl(), decay_func2()
different decay functions

3: Input target_switch_on_point

4: Ctr <0

5: e+ 1

6: while Ctr < total_episode_num do

7

8

9

> Input two
> Initialize the counter

Ctr + Ctr+1
if € < target_switch_on_point then
: Switch on the target network

10: € « decay_func2(e)
11 train()
12: else
13: Switch off the target network
14: € + decay_funcl(e)
15: train()
16: end if
17: end while

> Train with target net

> Train without target net

resulting in accelerated early learning. After a certain amount
of training, we introduce the target network and allow € to
decrease at a more gradual pace. This slower reduction in e
means that the agent explores the environment more slowly.
This strategy can aid the agent in discovering more optimal
solutions. By incorporating the target network later in the
training process, we aim to balance the trade-offs among
stability, responsiveness, and learning speed. Algorithm [2]
illustrates this training procedure, where we employ different
€ decay functions for the primary and target networks, with
the latter being slower. The evaluation results presented in
of the main body are derived from the training
using Algorithm [2]

C. RL key hyperparameters

Our research included extensive experiments to determine
the optimal hyperparameters for our methodology. In this
appendix, we present the rationale behind key hyperparameter
selections.

For the structure of a neural network, particularly the
number of hidden layers and neurons per layer, it is generally
observed that higher numbers can enhance the network’s
ability to learn and interpret complex patterns. However,
this increase in complexity is not without its drawbacks.
Key challenges include the potential for overfitting, where
the model excessively learns from the training data to the
detriment of its performance on new data; heightened com-
putational demands during both the training and inference
phases; and the phenomenon of diminishing returns, where
additional complexity fails to significantly improve model
performance. Our experiments involved testing various com-
binations of hyperparameters, such as networks with 1, 2, 3,
4, or 5 hidden layers and varying numbers of neurons per
layer (i.e., 64, 128, 256, 512). Through this rigorous testing
process, we have identified an optimal configuration: a neural



network architecture comprising 3 hidden layers, each with
256 neurons. This structure strikes a balanced compromise,
delivering robust performance while maintaining reasonable
computational efficiency.

Another key hyperparameter that has a substantial impact on
neural network training is the batch size, which is the number
of training examples used in each iteration, and influences
several aspects of learning dynamics, including learning speed,
generalization, and memory constraints. Through extensive
testing of various batch sizes (16, 32, 64, 128, 256, 512, and
1024), we noted distinct optimal sizes for different scenarios
in DeFi environments. For scenarios involving attacks, a batch
size of 32 proved the most effective, striking a balance between
rapid convergence and model generalization. In contrast, for
scenarios without attacks, a larger batch size of 256 was
optimal, utilizing computational resources more efficiently
while still maintaining effective memory management. These
chosen batch sizes complement our learning rate well, fos-
tering stable and efficient training dynamics. They represent a
tailored approach, recognizing the unique demands of different
operational environments in DeFi systems.

Last but not least, a hyperparameter worth mentioning in the
context of reinforcement learning is gamma (), the discount
factor. This parameter is crucial for balancing the importance
of immediate versus future rewards. Lower gamma values,
such as 0.1, lead the model to prioritize immediate rewards,
while higher values like 0.9 shift the focus toward long-term
benefits. In our model, we set v = 0.5, indicating that we
value immediate gains and long-term outcomes equally. Such a
balanced choice is particularly strategic in environments where
it is essential to weigh short-term actions against their potential
long-term impact. Selecting a mid-range gamma value thus
allows our model to be responsive to current situations while
still considering the repercussions of its actions in the future.

D. Crypto-asset markets on Aave

presents the market condition and lending pool
state history of tokens in the Aave protocol from January 2020

to April 2023. For each token, we plot the time series of the
daily log return of its ETH-denominated price, as well as the
trading volume against ETH. We additionally delineate the
historical values of each lending pool’s three risk parameters:
liquidity incentive, liquidation threshold, and collateral factor.
Finally, we show the history of each pool’s total borrows and
total liquidity—both in the unit of the underlying token, as
well as its actual and optimal utilization ratios.

In general, assets with higher price volatility and lower
liquidity are more likely to cause protocol insolvency, all other
factors being equal. Consequently, risk parameters are set on
an asset-by-asset basis and may be adjusted, albeit with low
historical frequency, in the event of a significant change in
the asset’s risk profile. The collateral factor and liquidation
threshold should theoretically be set lower for assets with
higher price volatility, while the liquidation incentive should be
set higher for assets with lower market liquidity. Empirically,
we observe a similar pattern. displays the correlation
matrix between various risk parameters and asset risk metrics

Table II: Spearman’s Rank Correlation Coefficient [49] be-
tween Risk Parameters and Asset Risk Metrics of a Assets of
Aave, Based on Asset-day-observations from January 2021 to
April 2023.

7-day average
volume

liquidation
incentive

liquidation
threshold factor

collateral 7-day
volatility

liquidation incentive [TI1000*** | —0.036 0.258* 0.140 —0.231*
liquidation threshold —0.036 1.000%*** 0.670***  _0.114 0.269%*
collateral factor ~ 0.258% 0.670%** 1.000*"**  —0.320** —0.021
7-day volatility — 0.140 —0.114 0,30 1.000%** 0.019
7-day average volume —0.231% 0.269** —0.021 0.019 1.000%**

*, %, and *FF denote the 1%, 5%, and 10% significance Tevels, respectively.

of assets listed on Aave, calculated based on asset-day-level
observations from January 2021 to April 2023. As expected,
the collateral factor and liquidation threshold are negatively
correlated with the asset’s volatility—measured by the 7-
day standard deviation of daily logarithmic returns, and the
liquidation incentive is negatively correlated with the asset’s
market liquidity—measured by the 7-day average daily trading
volume.
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(c) Application-layer protocol governance tokens

Figure 13: Time series of various crypto-assets’ market conditions (return, volume) juxtaposed with their corresponding risk

parameter (liquidation incentive, liquidation threshold, collateral factor) values, as well as other state variable values (utilization
ratio, total borrow, total liquidity) of lending pools on Aave.



	Introduction
	Related work
	Environment and Agent modeling
	Actions
	Governance agent actions
	User actions

	States
	Lending pool states
	User states
	Market states

	Reward
	Transition function

	Design of the governance agent
	Reinforcement learning-based agent
	Target network
	Prioritized experience replay

	Simulation setup
	Environment abstraction
	Lending pool establishment
	User reaction simulation
	Attack scenario
	Loan default scenario
	Ordinary scenario

	Additional setups for the DeFi lending environment
	Baseline environment
	Asset price simulation
	Other DeFi environment parameters
	Random events and stochastic processes


	Results
	Hyperparameter tuning
	Training of the governance agent
	Governance results
	Tests with real-world data

	Discussion
	Limitations
	Adjustments and expansions

	Conclusion
	References
	Biographies
	Jiahua Xu
	Yebo Feng
	Daniel Perez
	Benjamin Livshits

	Appendix
	Trend of discussion in DeFi governance forum
	Training with both the primary network and the target network
	RL key hyperparameters
	Crypto-asset markets on Aave


