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AeroGuard: Towards Real-time UAV Fault
Detection with Hybrid Models
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Abstract—Unmanned Aerial Vehicles (UAVs) are increasingly
deployed in safety-critical applications, yet their operations in
complex environments make them vulnerable to diverse faults.
This paper presents AeroGuard, a lightweight hybrid frame-
work for real-time UAV fault detection. AeroGuard combines
Long Short-Term Memory (LSTM) and AutoRegressive with
eXogenous input (ARX) models, with residual-driven adaptive
weighting to balance their strengths. Faults are identified through
Z-score and Sequential Probability Ratio Test (SPRT) applied to
prediction residuals, ensuring accurate and timely detection.

Extensive experiments on public datasets, real UAV flight logs,
and outdoor flights confirm AeroGuard’s robustness, particularly
in detecting drift and bias faults where existing methods degrade.
AeroGuard achieves up to 95.8% precision, representing about
10% improvement over prior work, while maintaining sub-5 ms
latency on Raspberry Pi 4B with modest resource usage, and sub-
second detection on Pi Zero for low-speed UAVs. We also discuss
current limitations, noting that evaluation on hardware-induced
faults (e.g., motor seizure) will be pursued in future work.

Index Terms—UAVs, fault detection, data-driven approach,
hybrid model

I. INTRODUCTION

NMANNED Aerial Vehicles (UAVs) have become in-

dispensable in applications such as aerial photography,
surveillance, agriculture, and disaster response [[1], [2]. Operat-
ing in complex environments exposes them to faults including
power loss, actuator lock, sensor spoofing, or cyberattacks [3]—
[6], which can jeopardize flight safety through communication
breakdowns or system failures. These faults often manifest
as anomalies in flight data (e.g., ROS bags, Mavlink logs,
sensor readings) [7]—[9]]. Existing studies [[10]—[12] categorize
such manifestations as static, bias, drift, and point faults—four
representative forms covering both internal and external UAV
anomalies. Consequently, analyzing flight data becomes a
practical and unified basis for fault detection and safety
assurance [[13]], [14].
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Current UAV fault detection research generally falls into
three categories: (i) Knowledge-based approaches [15], [16],
which rely on expert-defined rules or thresholds; (ii) Model-
based methods [10], [17], [18], which employ physical or
mathematical models; and (iii) Data-driven techniques [11],
[19]-[24], which leverage machine learning or neural net-
works. While these solutions have achieved notable progress,
each exhibits key limitations: knowledge-based systems cannot
detect unseen faults [16]; model-based approaches rely on
precise aerodynamic modeling [18]]; and data-driven methods,
though powerful, are computationally heavy and sensitive to
noisy data [11], [[19], [20].

A persistent research gap thus remains: existing methods
either achieve high accuracy at high computational cost or
maintain lightweight efficiency but fail to handle multiple fault
types. This trade-off between multi-fault accuracy and real-
time feasibility remains unresolved. AeroGuard bridges this
gap through a lightweight hybrid model (LSTM+ARX) with
adaptive residual-based weighting, enabling precise multi-fault
detection under limited onboard resources.

To address these challenges, we propose AeroGuard, a
hybrid data-driven approach for rapid and accurate UAV fault
detection with minimal computational overhead. AeroGuard
predicts expected sensor measurements through a synergistic
LSTM-ARX model, ensuring both robustness and precision.

Deep models such as LSTM capture nonlinear temporal
dependencies but may suffer drift during long stable flights,
whereas ARX models remain efficient in steady conditions
but degrade under abrupt dynamics. AeroGuard unifies both
through residual-driven adaptive fusion, dynamically empha-
sizing ARX in stable regimes and LSTM during maneuvers,
thereby improving robustness while maintaining real-time fea-
sibility. AeroGuard further employs the Analytic Hierarchy
Process (AHP) with a Dynamic Detection Factor (DDF) and
Dynamic Weight Matrix (DWM) to fine-tune model weights
adaptively. Residuals between predicted and actual measure-
ments are evaluated via Z-score and Sequential Probability
Ratio Test (SPRT), enabling precise, timely identification of
both fault occurrence and type.

Our main contributions are summarized as follows:

« Hybrid residual-driven architecture. We present Aero-
Guard, a dual-model framework integrating LSTM and
ARX predictions via residual-driven dynamic weighting.
This balances linear interpretability with nonlinear mod-
eling power, addressing the trade-off between multi-fault
accuracy and onboard feasibility.

« Lightweight real-time deployment. AeroGuard attains
high detection accuracy while maintaining < 6 ms latency
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and modest resource use on Raspberry Pi platforms,
surpassing prior works that depend on large models or
simulation-only evaluations.

o Comprehensive real-world evaluation. Extensive ex-
periments on public datasets and real UAV flight
data—covering stable, dynamic, and windy condi-
tions—confirm AeroGuard’s robustness and generaliza-
tion, validating its hybrid design for practical UAV de-
ployment.

II. BACKGROUND AND RELATED WORK
A. Correlation of faults and flight data

The occurrence of UAV faults and the flight data are closely
intertwined, establishing the theoretical basis for data-driven
fault detection approaches [[12f, [25]—[31]], [31f, [32]. In this
context, we analyze specific fault types by examining UAV
fault scenarios and their manifestations in flight data.
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Fig. 1. Operational model and faults scenario of a UAV.

1) UAV fault scenario: In autonomous flight, operators are
not required to control all flight behaviors, as UAVs rely on
sensors for positioning and path planning [33]}, [34]. Figure [T]
shows a UAV fault scenario. UAVs may experience internal
faults (e.g., mechanical breakdowns, sensor issues) or exter-
nal attacks (e.g., flight tampering, communication deception).
These faults may be hidden in or mixed with normal flight data
(e.g., flight status, sensor streams, program logs). The flight
control system sends this data to the onboard computer (OC)
and ground control station (GCS) for analysis. Unlike manned
aircraft, UAVs cannot autonomously detect and resolve faults,
making reliable fault detection algorithms essential for safe
operation.

2) Types and Manifestations of Faults: Through the UAV
fault scenario, ensuring the safety of the UAV is paramount,
necessitating the detection of faults in the flight data. Ac-
cording to current research [8]], [[11], [21], [25], UAVs can
experience various faults during autonomous flight, and there
are four primary forms of fault manifestation in flight data,
identified as static, bias, drift, and point. These faults are
computed by

YStatic(t) = d7

YBias (t) = ysensor(t) + Ad,
Yprift (t) = ysensor(t) + k(t),
Ypoint[ti] = m[T1, Ts, ..., Tn].

TABLE I
TYPES OF FAULTS STUDIED IN THIS PAPER.
Phenomenon Manifestation Category
Full power loss Static/Drift/Bias Internal
Elevator stuck Static/Drift/Bias Internal
Aileron stuck Static/Drift/Bias Internal
Rudder stuck Static/Drift/Bias Internal
Sensor anomaly Static/Drift/Bias/Point  Internal/External
Signal interference  Static/Drift/Bias/Point  Internal/External
GPS attack Static/Drift/Bias/Point External
TABLE 1T
COMPARISONS OF RELATED APPROACHES
Approaches [25] 10 [11] [21] [20]  AeroGuard
Real-time detection v X X X X v
Multiple faults deteciton X v v v v
Lightweight design v v X X X v
Actual deployment v X X X X v

In Equation[] d is a constant indicating that the sensor value
is fixed at a particular fault value; Ad is a constant increment,
indicating a constant bias in the sensor value; k(t) represents
the time-based function of the fault value and the drift in the
sensor value’s variability over a time period; m[Ty, 15, ..., Ty]
represents an instantaneous fault in the sensor data at time 7;.
These faults can occur in various components of the drone and
pose significant threats to the flight safety of UAVs.

In this paper, our focus is on four specific types of faults in
UAV flight data. These four types have been identified as major
representations of various faults based on current research. The
faults detected in this study are detailed in Table [I}

B. Related work

Current UAV fault detection approaches can be categorized
into three groups: knowledge-based [35]], model-based [18],
and data-driven [11], [36]-[38]]. With the advancement and
wide use of UAVs, fault scenarios are becoming more and
more complicated. Thus, each approach may face its own
challenges.

Table [[I] presents a comparison between the proposed data-
driven approach (i.e., AeroGuard) and state-of-the-art research.

As summarized in Table [, AeroGuard is the only approach
that simultaneously supports real-time detection, multi-fault
coverage, lightweight design, and actual onboard deployment.
For example, LSTM-based methods [25[, [21]] achieve multi-
fault detection but are not lightweight enough for UAV hard-
ware, while ARX-based methods [20] are lightweight but fail
to cover multiple fault types. Thus, AeroGuard bridges the gap
by delivering both efficiency and generalizability in real-world
UAV deployments.

1) Knowledge-Based Approaches: Knowledge-based ap-
proaches mimic human expertise for rapid, real-time fault
detection [35[, [39]]. For instance, Bu et al. [39] propose
an algorithm combining particle filter (PF) state residuals
with a fuzzy inference system (FIS) for UAV fault detection.
Similarly, Ding et al. [35] introduce PLT-SPRT and a fall
detection system for smart walkers.

However, a key limitation of knowledge-based approaches
is their inability to manage unknown faults, as generating new
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diagnoses from a fixed set of expert rules poses significant
challenges.

2) Model-Based Approaches: Model-based approaches rely
on a priori knowledge of the system [40]]. The diagnostic
process is based on a model of normal behavior and known
faults [41]], [42]. Some methods can detect unknown faults and
enable quick, real-time applications [18], [25]. For example,
He et al. [[19] propose a least-squares-based FDI scheme for
tracking saturation limits. Demircan et al. 18] use an extended
Kalman filter to detect aileron locking faults. Wang et al. [42]]
propose an algorithm for diagnosing faults based on monitored
fault levels and trends.

However, as the UAV system becomes more complex or
its interaction with the environment intensifies, model-based
approaches grow more challenging to construct. If the model
can not fit the air dynamic of a UAV very well, it will signifi-
cantly lose accuracy in detecting multiple faults. Additionally,
the complex fine-tuning required across different UAV types
and faults also leads to limitations in the applicability of this
method.

3) Data-Driven Approaches: Data-driven approaches uti-
lize sampled data to extract valuable information for fault
detection and potential diagnosis [43], [44]. Some strategies
statistically compare online data with known fault expressions
or historically normal behaviors, while others use machine
learning (ML) techniques to develop fault detection or diagno-
sis models [45]-[47]. Typically, ML transforms the nonlinear
models of UAVs into linear ones through specific functional
models [18], [25], [41]. Keipour et al. [25]] use RLS for real-
time UAV anomaly detection, which features ARX-based flight
measurements modeling and low detection overhead. Fault de-
tection is performed by the fitted model. While this avoids the
need for complex aerodynamic models, it still requires manual
model selection for training. To reduce these constraints,
neural network-based approaches use flight data to construct
a nonlinear UAV model [11], [21f], [48].Wang et al. [11]
propose a data-driven multivariate regression method, applies
LSTM with residual filtering for fault detection. Ahmad et
al. [48]] introduce a 7-layer LSTM and Dropout-based real-
time prediction and classification framework for autonomous
flight failures. Zhong et al. [21]] utilize spatio-temporal corre-
lations in LSTM for diverse UAV anomaly detection. These
strategies use the fitted model to predict real-time UAV outputs
and then to discern if the UAVs are malfunctioning. Recent
advances also highlight the role of vibration-based analysis
for UAV fault diagnosis. For example, Al-Haddad et al. [49]]
proposed a propeller fault detection framework that combines
deep learning with y2-selected Taguchi-tested Lempel-Ziv
complexity and Teager—Kaiser energy features, achieving ro-
bust diagnosis of non-traditional vibration patterns. Similarly,
Al-Haddad et al. [50] systematically compared filtering and
multiresolution analysis techniques for vibration signal pro-
cessing in multirotor UAVs, demonstrating the importance
of proper preprocessing choices in reliable fault diagnosis.
To the best of our knowledge, existing works employ either
ARX or LSTM independently. None combine them through
an adaptive residual-driven weighting mechanism. This makes
AeroGuard distinct in bridging the complementary strengths

of linear and nonlinear predictors, while ensuring feasibility on
embedded UAV hardware. In parallel, complementary studies
on vibration-signal based fault features [49], [50] provide
additional insights that could be integrated with AeroGuard
to further enhance robustness.

While these approaches demonstrate the strengths of
ARX or LSTM individually, recent transformer-based models
have further advanced state-of-the-art fault/anomaly detection.
PatchTST [51]] segments time series into subseries tokens
to capture long-range temporal dependencies, while Time-
Sieve [52] integrates multi-scale wavelet preprocessing with
an information bottleneck for improved robustness. Other
transformer variants for anomaly detection, such as stacked
predictive transformers [53]] and memory-guided designs [54]],
achieve competitive accuracy on diverse CPS datasets. Al-
though these methods excel in accuracy, their large-scale ar-
chitectures and long look-back windows limit their feasibility
on resource-constrained UAV platforms.

However, some of these approaches encounter challenges
in achieving quick and online detection due to heavy compu-
tational overhead. Additionally, other data-driven approaches
lack a lightweight design, restricting their applicability to
specific onboard computers and limiting their fault detection
capabilities. Beyond conventional fault detection, the secu-
rity community has also extensively investigated anomaly
detection in UAVs, robotic platforms, and more general CPS
systems. Quinonez et al. [55] proposed SAVIOR, a framework
that secures autonomous vehicles through robust physical in-
variants against adversarial manipulations. Dash et al. [56] de-
veloped PID-Piper, a recovery mechanism for robotic vehicles
under physical attacks leveraging control-theoretic resilience.
Sindhwani et al. [57] introduced an unsupervised anomaly
detection method for self-flying delivery drones, targeting
robustness against unforeseen anomalies. These works high-
light the importance of anomaly detection from a security
perspective, and AeroGuard complements them by providing a
lightweight yet adaptive fault detection mechanism specifically
tailored to UAV onboard constraints.

III. THREAT MODEL

In an autonomous UAV system, ensuring accurate and
reliable flight data is essential. UAVs face internal failures and
external threats. To formalize these, we are creating a threat
model to define the adversary’s knowledge, capabilities, and
impact.

A. Knowledge and ability of the attacker

o Abilities: The attacker understands the UAV’s architec-
ture, sensor setup, and communication protocol, identify-
ing key nodes and vulnerabilities.

« Knowledge: The attacker can manipulate sensors, inject
false data, interfere with signals, and exploit software
vulnerabilities to execute system-level attacks, causing
flight abnormalities.
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Fig. 2. General workflow of AeroGuard.

B. Fault type and threat association

According to previous descriptions(Section [[I-ZA2), UAVs
may exhibit four main types of faults in flight data: static,
bias, drift, and point faults. We conducted a correlation anal-
ysis between these types of faults and the opponent’s attack
capabilities:

1) Static: The attacker can disrupt the UAV system by
freezing sensor data or communication signals, causing the
system to be unable to sense changes in the environment. This
disruption may lead to misoperation or loss of control. For
instance, the attacker may maliciously jam the GPS signal to
make the UAV mistakenly believe that it is stationary.

2) Bias: By adjusting sensor calibration parameters or
introducing biased data, the attacker causes the UAV to
consistently veer off course, raising the risk during flight. This
attack could lead to the UAV gradually drifting away from its
intended area.

3) Drift: The attacker gradually disconnects the UAV’s
judgment from the actual situation by continuously modifying
sensor data or system parameters. This type of attack is usually
hard to detect immediately but it accumulates risk over time
and can ultimately lead to system failure.

4) Point: The attacker may disrupt UAV operation through
transient jamming or malicious data injection, causing sudden
changes in flight altitude or direction at critical moments.

IV. SYSTEM DESIGN
A. System Overview

We first detail the architecture of AeroGuard. As depicted
in Figure the data processing workflow of AeroGuard
comprises three distinct segments:

1) Flight Data Extraction (Section [[V-B): To facilitate the
transformation of varied-frequency sensor measurements
into data sequences suitable for subsequent analysis, we
propose a flight data extraction module. This module is
designed to extract and restructure the sensor data.
Expected Sensor Measurement Inference (Section [[V-C):
This module infers the expected sensor measurements in
two steps:

2)

o Sensor measurements prediction with two models: This
step involves inferring the expected sensor measure-
ments in the absence of faults, thereby facilitating fault
detection via comparative analysis. To accomplish this
objective, we establish both an LSTM and an ARX
model. These models are used to depict the sensors’
input-output measurement relationships, further enabling
their utilization for inferential purposes in real time.

o Model weight assignment: To optimize the detection
accuracy of the hybrid model composed of ARX and
LSTM, we propose DDF and DWM based on the AHP
algorithm to dynamically adjust the weights of the two
models. First, the residuals of the ARX-LSTM model’s
outputs and the actual measurements are calculated re-
spectively. Then, the residuals are used to form DWM.
Finally, the two inferred measurements of the ARX-
LSTM model are subjected to weight allocation calcula-
tion, generating the final expected sensor measurements.

3) Fault Detection (Section [[V-D): To perform real-time de-
tection of multiple faults, we employ statistical-based fault
detection methods to compare the expected measurements
and the actual measurements. Specifically, we utilize the
Z-score and SPRT methods to achieve the goal.

B. Flight data extraction

UAVs generate various sensor data that capture their real-
time flight status, and faults can immediately affect flight tra-
jectory or attitude. To reduce algorithmic complexity, we select
only relevant sensor data for preprocessing and detection. For
airframe fault detection, we focus on UAV attitude data based
on existing research [25], which minimizes the data needed
by the algorithm and reduces complexity.

After selecting the corresponding sensor measurements, we
preprocess the data for subsequent analysis.

We employ a sliding window approach for data reconstruc-
tion, striking a balance between real-time fault detection and
the capture of interrelated data points. This approach optimizes
data processing efficiency and enhances comprehension of
underlying data patterns by integrating the advantages of both

Authorized licensed use limited to: Nanyang Technological University Library. Downloaded on April 03,2026 at 05:23:50 UTC from IEEE Xplore. Restrictions apply.
© 2026 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Mobile Computing. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TMC.2026.3653674

batch processing and filtering. The resturction assumes the
following forms:

Tn—D+1
Tn—D+2

XARX — Tn YARX — 2
n yn—D+1 n [ yn ]7 ( )

Yn—D+2
Yn—1

Tn—D+4+2 Yn—D+1
X”IL‘STM — $n7‘f)+3 yni?+2 YtLSTJ\l — [ Un } 3)

Tn Yn—1 ,

On lightweight computing devices, referring to research
in [8]], [21], based on the computing power of drones, we
designate the sliding window size as D, where D = 20.
The grouping algorithm treats D pieces of command data
and D — 1 pieces of measured data as variables X,,, such
as sensor readings and attitude imformation. It regards the
current measurement as the variable Y,,. By adjusting the
length of the time window D, we can guarantee both real-time
data calculation and decent prediction accuracy. In this study,
we focus primarily on attitude sensor streams (gyroscope
and accelerometer data), as they are directly related to UAV
stability and control. Other modalities such as GPS and LiDAR
are not included in the current evaluation but can be naturally
incorporated into the AeroGuard framework by extending the
input feature space.

C. Expected sensor measurement inference

Compared to previous methods based on direct detection,
AeroGuard employs comparative analysis to ascertain discrep-
ancies between the expected sensor measurements and the
actual sensor measurements, thereby generating fault detection
results. The primary advantage of this prediction-based fault
detection approach lies in its improved detection accuracy and
minimized false positive rate.

Moreover, since the prediction process can be undertaken in
advance, the computational load during the comparative anal-
ysis is lessened. This results in more efficient fault detection,
particularly in the context of lightweight devices.

This module formulates the expected sensor measurements
drawing from the past sensor data, a process critical to the
production of detection outcomes. First, we leverage a hybrid
prediction model based on ARX and LSTM to generate the
interim prediction results (Section [[V-CT). Then, we calculate
and assign weights to these two models based on their bias at
corresponding time slots, generating more robust and accurate
outcomes (Section [V-C2).

1) Sensor measurements prediction with two models: We
utilize both LSTM and ARX models to generate the predicted
measurements. The LSTM model can achieve high-precision
measurement predictions during stable flight conditions(Here,
we consider the UAV to be in a stable flight state when it is no
longer moving). Meanwhile, the ARX model can quickly fit
and generate prediction measurements during significant flight

changes. By combining these two models, this module is capa-
ble of producing robust and precise measurement predictions
across a variety of circumstances.

a) LSTM Measurement Inference: LSTM is widely used
in processing time series data. This algorithm offers advan-
tages in fault detection by effectively modeling sequential
data, accommodating variable-length inputs, capturing long-
term dependencies, and handling non-linear relationships. In
AeroGuard, we propose an LSTM network with one hidden
layer, which is illustrated in Figure 3] to predict expected
sensor measurements. The input, forget, cell, and output
layers of the LSTM algorithm are calculated using Layer; =
o(Wixe + by + Wihe—1 + by), where W; is the matrix that
represents the forward connections for the input gate, x; is the
n-dimensional input vector at time ¢, b; is a bias vector for
the forward connections, W}, is the matrix for the recurrent
connections, h; is the bias vector for the recurrent operations,
by, is the bias vector for the recurrent operations, and o(.)
is the sigmoid function. The cell ¢; and hidden state h; are

calculated as
¢t =ftOci—1+1i Oge,

4
ht = ot © tanh(ct). @

In EquationEL ft> i+, g+, and o are the forget, input, cell, and
output gates. ® is the Hadamard product.

| | ‘g
Prediction
| LSTM layer | signal

- - -

Sensor data
input

Fig. 3. The LSTM model structure of AeroGuard.

During the LSTM training, the input data is formatted as
the X5TM and the output label is formatted as the Y,257M
in Equation [3|respectively. After the training, an LSTM neural
network containing the functional relationship between the
sensor input measurements and the inferred measurements is
generated. Algorithm [I] lists the pseudo-code of the LSTM
Training algorithm.

Algorithm 1: LSTM training algorithm.

Input: Sensor input data X, Sensor measured data Y,
Window size D,

Output: LSTM network parameter net
1 for Each x, € X, yn € Y do
Adding current data x,, to sensor data sequence X,Y’;
Sensor measurements sequence resturction X p, Yp;
Input = [Xp; Yp];
Supervision value = y(D)
Perform supervised learning to compute net;

A A W N

7 return net
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We utilize the Root Mean Square Error (RMSE) as the loss
function for LSTM. Equation [3] indicates its calculation. A
smaller RMSE means that the predicted value is more close
to the actual value.

m 2

1
—> (vi=Y{) ®)

i=1

RMSE(Y) =

Once the LSTM model is trained, the trained model can be
used to generate real-time predicted measurements y~57M
b) ARX Measurement Inference: The ARX model com-
bines an autoregressive part (AR) and an exogenous input part
(X), and is often used for time-series prediction. In AeroGuard,
we adopt ARX alongside the LSTM to predict expected sensor

measurements (y,, in Figure [2). The general ARX model is:

_ B(Q‘l)w 1
= A )" A

Here, ¢~! is the time-shift operator, A(¢~!) and B(q™!)
are polynomials of lag operators, x; is the current input, y;
the output, n; denotes white noise, and a;, b; are trainable
coefficients.

To update parameters in real time, we employ the Recursive
Least Squares (RLS) algorithm, which iteratively minimizes
the prediction error. For brevity, the detailed algebraic update
formulas are provided in Appendix [A] The one-step ARX
prediction is:

y(t) n(t). ©)

Yy X = o T (1)0(t — 1), )

where 0 is the parameter vector and ¢(t) is the regressor.

2) Model weight assignment: To leverage both models
and enhance robustness, AeroGuard fuses ARX and LSTM
predictions via a residual-driven dynamic weighting scheme.

We compute the signed residuals:

7‘LST]M —Y — yLSTJVI7 T,ARX —Y — yARX. ®)
For completeness, we also record their magnitudes e = |r|
for visualization, but all statistical tests (Z-score and SPRT)
are applied on signed residuals r, which preserve distributional
symmetry and are more consistent with Gaussian assumptions.

We then construct the dynamic weight matrix (DWM) using
an AHP-style pairwise comparison:

TLSTAT
1 ARX
D= FARX : (©)]
TLSTIT 1
Let V = [v1,v9] be the eigenvector corresponding to the

largest eigenvalue of D. The normalized fusion weights are:

ARX v1

v2
a _ 7 QLSTM _
v1 + v2

v1 + v2

10

Finally, the fused prediction is obtained as:

C!ARX ARX_,’_&LST]M LST]\J.

9= Y Yy an
Rationale. Eq.[6]and Eq.[7]define a lightweight linear predictor
with online RLS updates. Eq. [BHIT]implement an interpretable
residual-driven fusion that prioritizes the model with smaller
instantaneous error. Detailed ARX expansions, RLS recur-
sions, and theoretical justification of the dynamic weighting

scheme are moved to Appendix [A] for readability.

D. Fault detection

After predicting the expected sensor measurements using
Equation [T} AeroGuard performs the final fault detection
by comparing and measuring the differences between the
expected and actual sensor measurements.

Due to the extreme dependence of threshold based fault
detection on periodic data, drones as lightweight systems
cannot meet their computational needs, we utilize statistical
approaches to measure differences and perform fault detection.
These methods offer several advantages: (1) they operate
efficiently, enabling accurate real-time detection with limited
computational resources; (2) their outputs are explainable,
facilitating manual troubleshooting; (3) they can detect unseen
faults, allowing for robust multi-fault detection without train-
ing data; (4) they are adaptable to various types of UAVs with-
out modifications. It is worth noting that statistical approaches
such as Z-score and SPRT theoretically assume Gaussian-
distributed residuals. In this work, the detectors operate on
signed residuals 7,, = y,, — yn, Which we validate empirically
in Section [V-C] For static, bias, and drift faults, residuals are
approximately Gaussian after sliding-window preprocessing;
for point faults, heavy tails emerge due to impulsive outliers,
yet the detectors remain robust and effective.

The fault detection procedure of AeroGuard works as
follows. First, AeroGuard calculates a residual sequence by
subtracting the expected sensor measurements from the actual
sensor measurements using e, = |y, — ¥, |. Then, AeroGuard
leverages the Z-score [25] and SPRT [42] to generate the
detection outputs. AeroGuard will trigger a fault notification
should any of the incorporated approaches detect a fault. By
simultaneously employing two different statistical approaches,
AeroGuard is able to detect multiple faults (e.g., step fault and
drift fault) with appropriate sensitivities.

1) Z-score: The Z-score is a robust method for fault de-
tection, as it compares sample means with overall population
attributes. By analyzing statistical deviations, it identifies sig-
nificant differences and anomalies for prompt and accurate
fault detection, particularly effective for step faults in UAV
operations [25[. Experiments show that the calculated residual
sequence conforms to a Gaussian distribution according to the
central limit theorem [25]. A high Z-score indicates that the
UAV is currently malfunctioning.

AeroGuard first utilizes Welford’s recursive method to cal-
culate the average value and variance of the residual sequence
iteratively [58], using the following formulas:
en —€en—1

én =éen—1+
)

M2,n = M2,n71 + (en - én—l)(en - én),

s Moy, 12)
Hp = ——
n—1,
M.
0'31 _ 2,n
n

Then, AeroGuard utilizes z; = “-% to generate the Z-score.
Here, 1 denotes the average of the residual sequence, and o
denotes the standard deviation of the residual sequence. If the
calculated Z-score is higher than the preset threshold, the UAV
is undergoing a fault.
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2) SPRT: By employing the sequential hypothesis test, the
SPRT algorithm is particularly good at identifying drift faults
with a given false positive rate and false negative rate [42].
Besides, it is able to minimize false alarms by dynamically
adjusting the decision thresholds based on observed data,
thereby improving the overall robustness and accuracy of the
fault detection process.

The SPRT algorithm works as follows. We use two hy-
potheses Hy and H; to represent the two states (i.e., normal
state and fault state) of the UAV system respectively. The
detection algorithm first collects the residual sequence F,, =

[e1,€ea,...,e,] and calculates the likelihood ratio L, (FE,)
using
P(En|H1)
Ln(Ep) = ————%
En) = BB, Hy)
__ Plex, ez, ..., en| Hi]
" Pley, e2, ..., en] Ho] (13)
N
_ ezl Hl
a 1;[ ezl H(J HL(EZ)

Based on the above equation,
In L, (E,) can be calculated using

the log likelihood ratio

InL,(En) =

N
In [ I1 L(ei)]
i=1

=InLy_1(En_1)+1InL(en),

(14)

Given the false alarm rate Pr and the missed detection
rate Py, the detection thresholds T'(H;) can be calculated
according to the Wald formula, which is shown as

Pr

T(H1) = 15)

When the UAV is in its normal operations, the log-likelihood
ratio In L,,(F,,) will remain below T'(H;). Once a fault oc-
curs, the value of the log-likelihood ratio will increase rapidly,
exceeding the detection threshold T'(H1 ). This indicates that a
fault is happening to the UAV system. The detection decision
procedure is shown as Equation [I6] When the system is in
a normal state at the " step, the log-likelihood ratio will
decrease. When the system has a gradual fault at i step, the
log-likelihood ratio will increase and will gradually exceed
the detection threshold T'(H7) as the fault intensifies. In this
case, hypothesis H; will be accepted, which means the fault
is successfully detected.

{m Ln(En) < T(Hy) — Accept Ho,
(16)

InL,(En) > T(H1) — Accept Hi

V. EVALUATION

In this section, we evaluate AeroGuard from the perspective
of its prediction efficacy, fault detection efficacy, and time con-
sumption for detection. We also compare AeroGuard to other
state-of-the-art approaches with both public and collected real-
world datasets.

A. Setup

1) Various types of real UAVs and open source datasets: As
shown in Figure f] We deployed three quad-rotor UAVs with
varying weights, sizes, onboard computing capabilities, and
operating conditions for conducting experiments and gathering
real-world flight data. We conduct flight experiments in five
time periods to construct the data set, the total length of flight
time is 334s, and the sampling rate uses the default frequency
of PX4 imu sensor, SOHZ. Our dataset is openly available on
GitHub [59], and more detailed information about our UAVs
can be found on the corresponding website. We implemented
AeroGuard using Python and the Robot Operating System
(ROS) on these UAVs to assess their performance. Our tests
involved injecting faults into the dataset using the PX4 fault
injection method, as outlined in Section The fault
injection algorithm was configured with parameters Ad, k,
m, and d set to 15, 0.03, 5, and -1, respectively.

We also performed tests using two open-source datasets:
the Air Lab Fault and Anomaly (ALFA) dataset [8] and the
UAV attack dataset [60]. These three datasets collectively
encompass both fixed-wing and multirotor UAVs and cover
faults arising from internal malfunctions and external attacks
on the UAVs.

2) Comparison with the current research: We compare
AeroGuard to four data-driven UAV fault detection ap-
proaches. For clarity in the ensuing discussions, we will refer
to the approaches proposed by Keipour et al. [25], Wang et
al. [[11]], Ahmad et al. [48]], and Zhong et al. [21] as ARX-RLS,
LSTM-RF, LSTM-14, and STC-LSTM, respectively. These
approaches is described at Section [[I-B3]

B. Prediction Efficacy

We first tested the prediction efficacy of the expected sensor
measurements inference module, as it is vital to the final
detection results of AeroGuard.

Figure [3] illustrates the Root Mean Square Error(RMSE)
and Mean Square Error(MAE) values for different sensor
measurements and approaches, which showcases the predictive
capability of AeroGuard. We can see that AeroGuard can
achieve low RMSE and MAE for diverse measurements across
various datasets compared to other approaches. Figure [5a
shows that the RMSE values of AeroGuard remain mostly
below 2. Figure [5b] shows that the MAE values of AeroGuard
remain mostly below 1. Figure [5d| clearly demonstrates
that Aeroguard is significantly better than the other methods.
This demonstrates that the proposed DDF approach is able
to optimize the accuracy of the predicted measurements by
combining the LSTM and ARX models.

C. Detection Efficacy

We then evaluated the detection efficacy of AeroGuard with
different settings.

The detailed threshold sensitivity analysis for Z-score (3.0—
5.0) and SPRT parameters (PF/PM) has been moved to Ap-
pendix [B| (Table [V).
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(a) Heavy model.

(b) Medium model.

Fig. 4. AeroGuard experimental UAVs and loaction.

(c) Light model. (d) Experimental location.

TABLE III
COMPARISON OF DETECTION EFFICACY ACROSS VARIOUS DATASETS AND APPROACHES
Dataset Nl}mber of Nu'mber of Algorithm TP FN FP TN Accuracy(%) Precision(%) Recal(%) F1(%)
positive samples  negative samples

ARX-RLS 88 17 19 86 82.86 82.24 83.81 83.02

AeroGuard 98 7 14 91 90.00 87.50 93.33 90.32

ALFA 105 105 LSTM-14 99 6 3 102 95.71 97.06 94.29 95.65
LSTM-RF 102 3 10 95 93.81 91.07 97.14 94.01

STC-LSTM 99 6 9 96 92.86 91.67 94.29 92.96

ARX-RLS 23 7 13 17 66.67 63.89 76.67 69.70

AeroGuard 26 4 5 25 85.00 83.87 86.67 85.25

BIAS 30 30 LSTM-14 27 3 2 28 91.67 93.10 90.00 91.53
LSTM-RF 26 4 3 27 88.33 89.66 86.67 88.14

STC-LSTM 25 5 4 26 85.00 86.21 83.33 84.75

ARX-RLS 13 17 3 27 66.67 81.25 43.33 56.52

AeroGuard 27 3 7 23 83.33 79.41 90.00 84.38

DRIFT 30 30 LSTM-14 12 18 13 17 48.33 48.00 40.00 43.64
LSTM-RF 16 14 11 19 58.33 59.26 53.33 56.14

STC-LSTM 17 13 14 16 55.00 54.84 56.67 55.74

ARX-RLS 17 13 6 24 68.33 73.91 56.67 64.15

AeroGuard 23 7 1 29 86.67 95.83 76.67 85.19

POINT 30 30 LSTMRE 24 6 2 28 86.67 9231 80.00 8571
STC-LSTM 23 7 2 28 85.00 92.00 76.67 83.64

ARX-RLS 28 2 2 28 93.33 93.33 93.33 93.33

AeroGuard 29 1 5 25 90.00 85.29 96.67 90.63

STATIC 30 30 LSTM-14 27 3 2 28 91.67 93.10 90.00 91.53
LSTM-RF 28 2 3 27 91.67 90.32 93.33 91.80

STC-LSTM 29 1 4 26 91.67 87.88 96.67 92.06

ATTACK 2 2 AeroGuard 2 0 1 2 80.00 66.67 100.00 80.00

1) Dynamic and fixed detection factor: DDF is capable of
dynamically assigning appropriate weights to the ARX and
LSTM models, thereby better utilizing the advantages of these
approaches. To demonstrate the superior detection efficacy
of DDF over the approach with a fixed detection factor, we
compared their fault detection accuracies, prediction efficacies,
and time consumption.

In the fixed detection factor scenario, we configured the
weight of ARX and LSTM as 0.5, as depicted in § = yA 17X «
0.54+yX5TM x0.5, Here, ¢, y27X, and 3“7 denote the final
predicted values with the fixed detection factor, the predicted
value of the ARX algorithm, and the predicted value of the
LSTM algorithm, respectively.

Figure |§| illustrates the RMSE values, detection time
consumptions, and Receiver Operating Characteristic (ROC)
curves of the DDF and the approach with a fixed detection
factor. Figure [6a] demonstrates that DDF exhibits lower RMSE
values, indicating its superior prediction accuracy. Figure [6b|
demonstrates that DDF consumes a shorter total detection
time compared to the approach with a fixed detection factor.
Figure |6c|indicates that DDF outperforms the approach with a
fixed detection factor in terms of overall detection accuracies.

The results demonstrate that DDF achieves a significant im-
provement in the accuracy, precision, recall, and F1 score, with
respective increases of 17%, 10%, 27%, and 19% compared
to the approach with a fixed detection factor. These findings
highlight the effectiveness of DDF in enhancing UAV fault
detection capabilities. In addition, Table shows that Aero-
Guard achieves almost identical detection results under dif-
ferent weight initializations, confirming robustness. Moreover,
Fig. [6d| illustrates that the RMSE decreases rapidly within the
first 20 iterations under DDF and stabilizes at a lower plateau,
demonstrating fast and stable convergence, which is consistent
with the theoretical analysis in Section [[V-C2]

TABLE IV
IMPACT OF INITIAL WEIGHTS ON DETECTION EFFICACY (ALFA DATASET,
NUC PLATFORM)

Initial weights (¢ arx,arsTa) | Precision (%) | Recall (%) | FI (%)
02708 87.3 92.1 89.6
05/05 87.5 93.3 90.3
0.8/0.2 86.9 91.8 89.2

2) Efficacy comparison: We further compared AeroGuard
with other UAV fault detection approaches. Table [ITI] details
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Fig. 5. RMSE and MAE comparison of different measurements and ap-

proaches.

the detection efficacy comparison results, which include the
accuracies, precisions, recalls, and F1 scores on different
datasets and different fault types, tested using the NUC
platform. The presented tests include 105 instances of ALFA
data, 120 instances of positive fault data, and all the attack
data. For the ALFA dataset, AeroGuard achieves an accuracy
of 90%, a precision of 87.5%, a recall of 93.33%, and an
F1 score of 90.32%. As for the four simulated faults, the
accuracies of AeroGuard range from 83% to 90%. For faults
caused by GPS attacks, AeroGuard achieves an accuracy
of 80%. Notably, AeroGuard exhibits higher accuracy in
detecting DRIFT faults, highlighting its decent capability to
detect cumulative faults. For fair comparison, all baseline
methods were implemented in our environment under identical
datasets and hardware settings (Raspberry Pi 4B and Pi Zero).
We followed hyperparameter configurations reported in their
original publications whenever available. In cases where exact
values were not specified, we used small-scale grid search over
common ranges (e.g., learning rates {0.001,0.005,0.01} and
window sizes {10,20,30}) and selected the best-performing
setting on a validation subset. This ensures that each baseline
is tuned reasonably and run under conditions consistent with
AeroGuard. It should be noted that AeroGuard is not always
the absolute best performer on every fault type. For example,
LSTM-14 yields higher recall on bias faults, while AeroGuard
provides stronger robustness on drift faults and achieves a
more balanced F1 overall. Therefore, the “10% improvement”
refers to the overall average gains across multiple fault cate-
gories, rather than uniform superiority on every single metric.
The key advantage of AeroGuard is delivering consistent
performance across both stable and dynamic conditions, while
some baselines excel only on specific scenarios.

Figure [/] illustrates the ROC curves of fault detections.

In particular, Figure presents detection results for ALFA
faults on Raspberry Pi 4B. It indicates that the ROC curve of
AeroGuard closely resembles those of LSTM-RF and STC-
LSTM. However, it notably outperforms the ROC curve of
the ARX-RLS approach, exhibiting a significantly larger Area
Under Curve (AUC). Furthermore, Figure illustrates the
ROC curves of AeroGuard on NUC for different fault types.
The results indicate that AeroGuard can achieve decent results
in detecting all four fault types. Lastly, Figure [/c|compares the
ROC curves of AeroGuard on the three platforms (i.e., NUC,
Raspberry Pi 4B, and Raspberry Pi Zero) for detecting faults
in the ALFA dataset. The figure demonstrates that irrespective
of the computational capabilities of different devices, the
AeroGuard approach consistently generates satisfactory results
for both the AUC and the ROC curves. Although Figure
shows that LSTM-14 surpasses AeroGuard in certain cases,
AeroGuard maintains lower false alarm rates and more consis-
tent detection across varying flight conditions. This highlights
AeroGuard’s robustness advantage, which is not fully captured
by single-metric comparisons.

3) Residual Distribution Validation: The residual normality
validation (KS/ Shapiro-Wilk tests) and visualization (his-
tograms with Gaussian fits and Q—-Q plots) have been moved
to Appendix [B] (Fig. Fig. and Table

4) Stable vs. Dynamic Flight Scenarios: The detailed eval-
uation results and analysis comparing stable and dynamic
flight scenarios, which further validate the motivation for the
hybrid LSTM-ARX design, have been moved to Appendix B
(Table for completeness and readability.

D. Time Complexity and Consumption

1) Theoretical Analysis: The detailed derivation of compu-
tational complexity for data restruction, ARX (RLS), LSTM,
fault detection, and the overall AeroGuard pipeline has been
moved to Appendix [C}

2) Time consumption: In addition to the theoretical analy-
sis, we measured and analyzed the time consumption of Aero-
Guard during its operations. Figure [§] illustrates the average
time consumption for processing each data unit, the number
of data units required for fault detection, and the overall time
consumption from fault occurrences to generating detection
results. The data presented in the figure is obtained from the
ALFA fault dataset and the assembled UAVs with a Raspberry
Pi 4B. Although AeroGuard combines two predictors, the
additional fusion computation increases the processing time
by less than 1 ms on Raspberry Pi 4B, keeping the overall
detection latency within 6 ms, which is well within real-time
constraints.

Figure illustrates the time consumption for processing
each data unit for different faults. We can see that the
ARX-RLS approach exhibits the lowest time consumption
due to its simpler model design compared to the neural
network approaches. Still, AeroGuard demonstrates a short
time consumption compared to LSTM-RF and LSTM-STC,
being 42.3% and 62.9% shorter, respectively. Figure [8b|reveals
that AeroGuard requires the least amount of data units for
detecting faults. As generating a single data unit requires
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Fig. 8. Comparison of time consumption of different algorithms at lightweight Onboard computer(OC).

a fixed amount of time, AeroGuard has the shortest delay
for starting to process the data compared to the other three
approaches. Figure [8c]illustrates the total fault detection time
(measured in ms). On average, the detection time of the
AeroGuard algorithm is marginally longer than that of ARX-
RLS, but it is notably shorter when compared to both LSTM-
RF and LSTM-STC.

Figure |9] presents the time consumption of AeroGuard for
fault detection on the ALFA dataset and simulated faults
with different computing devices. Figure 94| illustrates that
the AeroGuard algorithm, even when implemented on devices
with less computational power, maintains a remarkably low

processing time of 1.3ms per data unit. Figure Ob] reveals
that the fault detection time of AeroGuard remains relatively
consistent across different devices. Figure 9 illustrates the
total fault detection time of AeroGuard on three different
computing platforms. Even on devices with low computational
power, the longest detection time of AeroGuard is only 0.8s,
while the shortest detection time can be below 0.02s. To
avoid over-emphasizing relative percentages, we henceforth
report absolute latency as the primary metric, and use relative
reductions only as supplementary context.
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E. Limitations and Real-world Validation

While our evaluation included both public datasets and real
UAV flight logs with injected faults, we acknowledge that
the current experiments do not yet cover physical hardware
faults (e.g., motor seizure, actuator wear) or uncontrolled
environmental disturbances such as strong wind gusts. Com-
prehensive details of the outdoor windy-flight evaluation and
platform resource profiling have been relocated to Appendix
(Tables [VIII] and [VII); the main findings remain unchanged.

Nevertheless, controlled experiments on physical fault cases
(e.g., induced motor stoppage or propeller damage on a safety
testbed) remain as important future work. We have added this
discussion to clearly delimit the scope of the current evaluation
and to guide future validation efforts.

1) Sensor Modalities: A current limitation is that our
evaluation is restricted to attitude sensor data. While these
are critical for immediate flight control, practical UAV deploy-
ments also integrate multiple modalities such as GPS, LiDAR,
and barometer streams. Extending AeroGuard to handle multi-
modal data fusion is a promising future direction that could
further improve robustness against a broader spectrum of
operational anomalies.

2) Resource utilization and real-time applicability.: The
detailed resource utilization statistics across different onboard
platforms and the detection efficacy results under windy flight
conditions have been moved to Appendix |Bf (Tables and

[VITI)

F. Adaptive Adversaries

A limitation of the present study is that AeroGuard has
been evaluated against non-adaptive faults and attacks. In
practice, an adaptive adversary with knowledge of the de-
ployed detection scheme could attempt to craft inputs that
remain within detection thresholds (e.g., Z-score or SPRT
limits), thereby evading alarms. Addressing such adaptive
attacks requires integrating complementary strategies such as
randomized thresholding, ensembles with diversity in model
structures, or cross-layer monitoring that includes physical re-
dundancies. Exploring these defenses, and formally modeling
the adversary’s capabilities, is an important direction for future
work to strengthen AeroGuard against adaptive threat models.

currences to generating detection results.

G. Realism of Fault Injection

A limitation of the present evaluation is that PX4-based
parameter injection cannot fully replicate the physics of
hardware-level failures such as motor seizure, propeller dam-
age, or environmental effects like strong wind gusts. Future
work will extend AeroGuard’s evaluation with hardware-in-
the-loop (HIL) and flight tests, to more comprehensively assess
realism and robustness under operational failures.

VI. CONCLUSION

In this work, we introduce AeroGuard, a data-driven real-
time fault detection approach that contributes to the field of
UAV fault detection in several key ways. Firstly, the integration
of diverse prediction models within a hybrid framework, and
the introduction of adaptive weight assignment, showcase
AeroGuard’s versatility and robustness in fault identification.
Secondly, the careful consideration of real-time computation
constraints, coupled with its efficient architecture, ensures
AeroGuard’s applicability in UAV systems with limited pro-
cessing capabilities. Thirdly, the thorough evaluation, encom-
passing a range of fault scenarios, substantiates the practical
feasibility of AeroGuard in diverse operational contexts. Al-
though the predict-and-compare paradigm is established, our
contribution lies in extending it with a lightweight, residual-
driven dynamic fusion of heterogeneous predictors. This hy-
brid design provides both theoretical interpretability (via ARX
residuals) and practical robustness (via LSTM modeling),
which is novel in UAV fault detection.

Through the rigorous evaluation of AeroGuard on both
publicly available datasets and real-world UAV data collected
from different quadrotor UAVs, we demonstrated its excep-
tional efficacy in detecting various types of faults. AeroGuard’s
lightweight yet powerful design allowed it to operate in real-
time, overcoming computational constraints inherent in UAV
systems. Notably, AeroGuard exhibited a decent fault detection
precision of 95.83%, even achieving detection times as short as
under 5 ms on lightweight UAVs. The theoretical analysis and
convergence experiments (Section [[V-C2] and Fig. [6d) further
demonstrate that the dynamic weighting not only provides per-
step optimality but also ensures stable convergence of RMSE,
leading to consistent detection improvements. These results
underscore the practicality and reliability of AeroGuard in
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enhancing UAV safety and performance. It is worth noting that
transformer-based detectors such as PatchTST and TimeSieve
set the current accuracy frontier on general benchmarks.
However, AeroGuard addresses a different yet complementary
objective: delivering adaptive multi-fault detection under strict
onboard latency and memory constraints. Future work may
explore integrating lightweight patching or memory-guided
modules into AeroGuard’s residual fusion, closing the gap to
transformer accuracy while maintaining deployability.

While AeroGuard is occasionally outperformed by single
LSTM baselines on specific fault types, its overall robustness
and balanced performance across diverse scenarios and plat-
forms make it more suitable for practical UAV deployment.
Future work will extend AeroGuard to adversarially aware set-
tings by modeling adaptive attackers and evaluating robustness
against inputs deliberately crafted to evade detection. Future
work will also explore integrating multi-modal sensor data
(e.g., GPS, LiDAR, barometer) to broaden the applicability
of AeroGuard beyond attitude-based fault detection.
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