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1 Introduction

The Internet of Vehicles (IoVs) enables real-time data exchange between vehicles, enhancing
road safety and traffic efficiency. For instance, in hazardous situations, vehicle-to-vehicle (V2V)
and vehicle-to-infrastructure (V2I) communication allows the IoV to deliver real-time traffic
information [31], helping drivers anticipate hazards and reduce accidents [14]. IoV also supports
intelligent traffic management to ease congestion [3], and provides a foundational infrastructure
for autonomous driving by enabling vehicles to better perceive their environment and make safer
decisions.

Current IoV research mainly focuses on data transmission performance and security. To im-
prove efficiency, researchers optimize road infrastructure and reduce network congestion. RSU
deployment strategies across various scenarios aim at maximizing coverage and performance while
minimizing investment [15, 30, 45]. For congestion control, real-time traffic monitoring and big data
analysis support dynamic vehicle routing [11]. Meanwhile, Software-Defined Networking (SDN)
and Network Function Virtualization (NFV) technologies are used to flexibly allocate network
resources [36, 44]. However, most studies focus on standardized scenarios, neglecting challenging
environments like mountainous areas or underground parking lots. In areas lacking base station
coverage, traditional infrastructure-dependent networks often fail to maintain stable V2V commu-
nication, leading to service interruptions and delayed transmission of safety information. The static
structure of IoV also limits dynamic reorganization based on real-time traffic, leading to inefficient
resource use. Centralized SDN controllers struggle with frequent mobility and unstable links, while
NFV introduces high latency and requires stable connectivity and resource-rich conditions, which
are unsuitable for resource-constrained vehicles.

IoV data security research focuses on developing advanced encryption algorithms and security
authentication frameworks. Identity-Based Encryption (IBE) enables anonymous vehicle au-
thentication while preserving data confidentiality and integrity [32, 48]. Multi-layered frameworks
enhance security from the physical to application layer, protecting user privacy [26]. However, the
high computational complexity of existing encryption algorithms can cause communication delays,
compromising the real-time performance of the framework [28]. Moreover, passive cryptographic
schemes (e.g., Identity-Based Encryption, IBE) lack proactive defenses against coordinated false
data injection (FDI) attacks.

To address these challenges, we propose a blockchain-based IoV framework that supports dynamic
networking, adapts to diverse environments, and enables decentralized, secure data sharing. Lever-
aging blockchain’s consensus mechanism and tamper-proof ledger, the framework achieves reliable,
infrastructure-independent communication while enhancing resilience against attacks and single
points of failure. At its core is an adaptive restructuring mechanism that adjusts communication
clusters and allocates resources based on real-time traffic and vehicle mobility, reducing congestion
and improving efficiency. To maintain stable communication in high-mobility or infrastructure-poor
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Fig. 1. The architecture of the proposed framework, which consists of loV infrastructure management, vehicle
management, and information management. All activities associated with these components are recorded on
the blockchain to ensure transparency, traceability, and integrity of transactions.

areas (e.g., tunnels, mountains), it employs a mobility-aware multi-hop strategy based on vehicle
positions. For security, the framework uses a multi-layered defense mechanism combining physical
reachability validation, event authenticity verification, and majority-based decision-making. This
reduces reliance on heavy cryptography while ensuring integrity and responsiveness in critical
situations. Through these mechanisms, the proposed framework overcomes the limitations of static
IoV frameworks, ensures stable communication in challenging environments, and defends against
coordinated false data attacks. It consists of three main modules (see Figure 1).

(1) IoV Infrastructure Management: This module ensures flexibility and scalability in the
IoV by handling dynamic changes. It includes leader election, IoV splitting, and IoV merging
algorithms. The leader election algorithm selects a coordinator to enhance IoV management
efficiency and IoV stability. The IoV splitting algorithm automatically divides overloaded
IoVs to reduce congestion and optimize resource allocation, while the IoV merging algorithm
integrates nearby IoVs to support information sharing.

(2) Vehicle Management: This module manages the dynamic joining and leaving of vehicles in
the IoV to ensure efficient resource use. The vehicle joining algorithm integrates approaching
vehicles to expand coverage, while the vehicle leaving algorithm removes departing vehicles
to avoid resource waste.

(3) Information Management: This module ensures secure information management in the
IoV by handling real-time data verification, upload, storage, and retrieval. It enhances commu-
nication reliability, prevents data tampering and loss, and supports reliable decision-making
and effective collaboration among vehicles.

Our evaluation shows that the proposed blockchain-based IoV framework is efficient, secure,
and adaptable. The proposed leader election-based consensus mechanism reduced transaction
latency by 7%-35%, 15%—54%, and 27%-66% compared to Raft, Proof-of-Stake (PoS), and Practical
Byzantine Fault Tolerance (PBFT), respectively, and demonstrated linear scalability as the IoV
size increased. In urban and mountainous simulations, it achieved over 95% resistance to data
tampering using a multi-layered defense mechanism. With up to 15% malicious nodes, FDI success
remained near 0%, and consensus integrity was preserved under Byzantine attacks. In areas lacking
infrastructure, dynamic vehicle networking keeps the data packet reception rate above 85%. Case
studies further validated the framework’s adaptability: IoV split/merge operations balanced traffic
load and enabled seamless integration during emergencies.
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Our contributions are summarized as follows:

— We proposed a blockchain-based IoV framework that supports dynamic vehicle networking,
enables decentralized and secure information sharing, and adapts to environments with
limited or no infrastructure support.

— To enhance consensus efficiency, we designed a lightweight mechanism incorporating leader
election, in which a representative node is selected to coordinate consensus operations. This
approach reduces communication overhead and lowers transaction latency.

— We designed a dynamic restructuring mechanism for the IoV that automatically splits dur-
ing congestion or merges when IoVs are nearby, enabling adaptive scaling and optimizing
performance and resource allocation.

— To ensure data security, we also introduced a multi-layered defense mechanism that performs
physical reachability validation, event authenticity checks, and majority-based verification
prior to uploading data to the blockchain.

The remainder of this article is organized as follows: Section 2 introduces the background and
motivation of our framework. Section 3 describes the framework architecture and core design.
Section 4 presents a performance evaluation. Section 5 reviews related work. Section 6 discusses
the limitations and outlines directions for future research. Finally, Section 7 concludes the article.

2 Background
2.1 Motivation and Problem Statement

The IoV serves as a key enabler of intelligent transportation, enhancing road safety, real-time traffic
management, and autonomous driving. Nevertheless, current frameworks face limitations in scala-
bility, resilience, and reliability, particularly in dynamic or infrastructure-deficient environments.

First, connectivity remains unstable in infrastructure-deficient areas such as mountains and
tunnels, where traditional infrastructure-dependent architectures fail to support reliable V2V and
V2I communication, causing service interruptions and safety delays.

Second, static network architectures cannot adapt to dynamic mobility and traffic changes.
Centralized schemes like SDN and NFV require stable, resource-rich environments, making them
unsuitable for mobile, resource-limited IoV networks. Without adaptive reconfiguration, resources
are used inefficiently, latency increases, and congestion may occur in dense scenarios.

Third, current security mechanisms struggle to balance protection and performance. While
methods like IBE and multi-layer authentication ensure privacy, they incur high computational
costs and offer limited defense against coordinated attacks. Their passive design also lacks the
proactive verification needed for real-time vehicular environments.

These limitations underscore the necessity for a decentralized, adaptive, and security-enhanced
IoV framework that can (i) operate effectively in environments with intermittent or absent infras-
tructure, (ii) dynamically restructure IoV clusters to optimize resource distribution and reduce
communication delays, and (iii) incorporate lightweight, proactive defense mechanisms to ensure
data verifiability and resistance against adversarial behaviors. Addressing these challenges is essen-
tial to realizing a robust, scalable, and trustworthy IoV ecosystem suitable for future intelligent
transportation applications.

2.2 Formalization

The IoV is a cyber-physical framework that integrates vehicles, infrastructure, pedestrians, and
networks to enable intelligent transportation and cooperative services. We define the key entities
as follows:
— Vehicles: V = {v;, v, ..., vy}, where each v; has communication and computing capabilities.
— Infrastructure: & = {fi, f, ..., fur}, including base stations, RSUs, traffic lights, and cameras.
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Table 1. Notation Summary

Category Symbol Description
Entities v Set of vehicles: V = {v, vy, ..., vy}
F Set of infrastructure nodes: & = {f, fo, ..., fur}
P Set of pedestrians: P = {py, po, ..., pr}
G=(N,E) Road network graph where N represents intersections or

infrastructure points, and E represents connecting roads.

Vehicle (%, 9) Position coordinates of vehicle v;
Attributes
v, Velocity vector of vehicle v;
0, Direction of vehicle v;
Communication ~ V2V(y;,v;) Direct data exchange between vehicles v; and v;
Actions
V2I(v;, fi) Communication between vehicle v; and infrastructure node f;
V2P(v, pp) Communication between vehicle v; and pedestrian p;
Sensing and Sense(e) Sensing operation performed by entitye € VU F
Computation
Compute(e, D) Computation or decision-making process performed by entity e

using dataset or input information D

— Pedestrians: P = {py, p, ..., p1.}, who interact via mobile or wearable devices.
— Environment: A road network graph G = (N, E), where N are intersections or infrastructure
points, and E are connecting roads.

Each vehicle v; has a position (x;, y;), velocity v, and direction 6. IoV operations are characterized
by a variety of actions, including but not limited to

— V2V Communication: Denoted as V2V(v;, vj), indicating a direct data exchange between
vehicles v; and v;.

— V2I Communication: V2I(v;, f;), referring to communication between vehicle v; and infras-
tructure fi.

— Vehicle-to-Pedestrian Communication: V2P(v;, p;), used for safety notifications or route
awareness.

— Sensing and Perception: Each vehicle and infrastructure node collects data from the physical
environment, expressed as Sense(e), wheree € V' U F.

— Computation and Decision Making: Vehicles and infrastructure units process data and make
decisions, noted as Compute(e, D), where D is the dataset or input information.

These entities and operations form a dynamic, distributed IoV that supports real-time data
sharing, cooperative driving, traffic optimization, and road safety. The key notations have been
summarized in Table 1.

2.3 Threat Model

Our framework operates under a partially trusted environment, where the majority of nodes are
assumed to behave honestly, and up to fout of N total nodes may act maliciously. We adopt the
Byzantine adversary model, in which malicious nodes may conduct attacks, including but not
limited to the following:

— Location Spoofing: Falsifying geographic positions to mislead other vehicles about the at-
tacker’s actual position.
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— Message Tampering: Intentionally modifying the content of legitimate messages during
transmission to distort traffic information, such as vehicle states or incident reports.

— Message Suppression: Disrupting communication by jamming channels or selectively drop-
ping key messages, thereby hindering consensus processes, increasing packet loss, and
reducing message credibility.

— Maliciously delaying the verification or acknowledgment of transmitted information to disrupt
consensus, block communication processes, and degrade overall framework responsiveness.

We exclude Sybil attacks, as they are considered impractical in IoV due to strong physical
presence and identity binding requirements. Within this context, we make the following security
assumptions to define the adversarial model:

— Cryptographic Assumptions: All used cryptographic primitives (e.g., digital signatures) are
assumed to be secure. Adversaries are computationally bounded and cannot break these
primitives within polynomial time.

— Authenticated Channels: Communications between honest nodes are authenticated and
protected against spoofing or tampering. Secure transport layers prevent Man-in-the-Middle
attacks.

— No Physical Tampering: Adversaries have no access to or ability to tamper with the physical
hardware of honest vehicles or sensors. Attacks are limited to protocol-level manipulation
rather than hardware-level intrusion.

Under this threat model, the framework integrates layered defenses, including physical reach-
ability validation, event authenticity verification, and majority voting mechanisms to mitigate
the impact of compromised nodes and ensure data integrity and trustworthiness in dynamic IoV
environments.

3 Methodology

This section presents the architecture and core design of our blockchain-based IoV framework,
addressing adaptability, scalability, and security in dynamic IoV environments. Central to the
framework is a decentralized restructuring mechanism that reorganizes vehicle groups in real time
based on traffic density, communication quality, and geographic conditions.

The framework consists of three integrated modules: IoV infrastructure management for leader
election, IoV splitting, and merging to ensure load balancing and flexibility; vehicle management
for handling dynamic vehicle joining and leaving IoV; and information management for secure
storage, retrieval, upload, and multi-layered verification to maintain data reliability and integrity.
Figure 2 shows the structure and interactions of the modules. The following sections introduce the
core mechanisms and design principles of each module.

3.1 loV Infrastructure Management

To support adaptive and decentralized operation, the IoV infrastructure management module incor-
porates core algorithms, including leader election for coordination, IoV splitting for load balancing,
and merging for efficient reintegration. These algorithms form the basis of a self-organizing IoV
capable of responding in real time to traffic dynamics, vehicle mobility, and network conditions.
The following subsections detail the design and functionality of each algorithm.

3.1.1  Consensus Establishment. In distributed IoV frameworks with blockchain or decentralized
coordination, electing a leader is essential for managing communication, task scheduling, and
consensus. Prior work, such as Tendermint and PBFT [6, 24], shows that leader-based consensus
improves efficiency and reduces overhead, enhancing the scalability and robustness of decentralized
frameworks. Building on these insights and the dynamic nature of IoV, where node composition
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changes frequently, we propose a two-stage leader election algorithm. It combines Gossip-based
configuration sharing with performance-based deterministic selection to choose the most capable
and stable node. This design ensures efficient, resilient coordination without relying on centralized
control.

Compared to random or rotating leader selection, our method offers multiple advantages: (1)
Adaptability to dynamic environments: selects candidates based on geographic centrality and
network connectivity; (2) Security and tamper-resistance: the leader is selected based on attributes
such as computing capability and bandwidth, which are hardware-constrained and less prone to
manipulation; (3) Scalability: the Gossip-based configuration exchange avoids broadcast storms
and enables efficient local convergence of state; (4) Fault tolerance: the framework incorporates
a heartbeat mechanism for failure detection and enables fast re-election, thereby maintaining
operational continuity.

The election process (Algorithm 1) begins with each vehicle sharing configuration data (e.g.,
computing power, bandwidth) using the Gossip protocol. The node with the highest computing
power initiates the election, selects the central % of nodes based on geographic position as candidates,
and elects the one with the highest bandwidth as the leader.

We specifically choose computing power and bandwidth as election metrics. These attributes are
closely tied to physical hardware and secured by cryptographic verification and secure firmware,
making them difficult to forge or falsify. To ensure stability, all nodes use a heartbeat mechanism
to monitor the leader. If three consecutive heartbeats are missed, a re-election is automatically
triggered.
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ALGORITHM 1: Leader Election Algorithm.

Require: Configuration set {C; = (comp,,bw;) | V; € V},
where comp, and bw; denote the computing power and bandwidth of node V.
Ensure: Elected leader node V.
1: Each node V; € V broadcasts C; using a Gossip protocol
2: if All C, have been received then
3 Vi < arg maxy,c), comp,
4: end if
5: if V, receives > |V| valid votes then
6
7
8
9

Execution node V, initiates leader election
Let € C V,|€| = | |||, such that V; € € have minimal geographic dispersion
V), < argmaxye bw;
Broadcast V; and synchronize ledgers across all V; € V
10: else
11:  Restart election process
12: end if

ALGORITHM 2: oV Splitting Algorithm.

Require: ¥ ={F,,F,, ..., F,}: confirmation messages from nodes;
N.: current size of IoV, computed as [NV (V})| + 1;
T,,y: threshold size for triggering split;
Delay, :average delay in the last minute;
a € (0, 1]: required confirmation ratio.
Ensure: Two disjoint IoVs 7,, 7, with ledgers updated and leader elected in J,.
1: Initialize split <— False
2: while —split do

3 N« [NVl +1 > Include leader V| itself

4 if N, > T A Delay, > 500 ms then

5: Broadcast signed split request to all V; € V

6 F «{F | V. € V, response(V;) = F,, within At} > Collect responses within a fixed time

window

7: if zgll I(F, = confirm) > « - |V| then

8: Partition V into (J,,J,) such that J, UJ, =V and J, NJ, = @
9: ViV « LeaderElection(7,)
10: split «<— True and synchronize ledgers
11: end if
12:  endif

13: end while

3.1.2  loV Splitting. As the IoV grows, the rising number of connected vehicles creates scalability
challenges. Large consensus groups lead to higher latency, leader overload, and reduced throughput,
especially in dense traffic or emergencies that require real-time response. Static oV structures
cannot adapt to changing vehicle locations or communication needs. Thus, a self-restructuring
mechanism is essential to maintain operational efficiency under dynamic conditions.

To address scalability issues, we propose an IoV splitting algorithm (Algorithm 2) that partitions
overloaded IoVs into smaller sub-IoVs under high-load conditions. The leader monitors two condi-
tions: (1) the number of non-leader nodes exceeds threshold Tg;;, and (2) the average transaction
delay over 60 seconds surpasses 500 ms. Both must be met to trigger a split, ensuring it’s due to
overload rather than mere density. In addition, we have introduced a splitting cooldown period
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ALGORITHM 3: Node Allocation Algorithm.

Require: Distance(V;, V,) € R";
L yigina: The leader node of the IoV before splitting;
L,..,: The new leader generated after the IoV splits;
Opnin® The minimum distance from Ly ;i,1-
Ensure: Two independent IoVs with allocated nodes.
Step 1: Geo-Constraint Prefiltering
L Vejigie < @
2: for each node V; € V do
3: if Distance(V}, Lyyigina) 2 Oy then

4: Veigivte < Vetigine Y 1Vi} > Select nodes far enough from original leader
5:  endif

6: end for

Step 2: Score Computation and Leader Proposal

7: for each V; € V.. do

8 Compute Score, = £ - i iy o £ - o)

9: end for
10: Ly, < argmaxycy Score, > Elect node with highest score as new leader

eligible 1
Step 3: Assign Nodes to IoVs Based on Distance

11: for each node V; € V do

12 Compute d,;,, = Distance(V, L

13:  Compute d,,, = Distance(V, L,..,)

original)

14 if dye, < dypgin, then

15: V; signs vote: (assign, V;, 7 o sigV_) > Assign to new IoV if closer
16:  else l

17: V; signs vote: (assign, V, 7 gyigina; Sig;, ) > Otherwise stay in original IoV
18:  endif ,

19:  Append all votes to block buffer > Record assignment decisions for consensus
20: end for

T.ooldowns Which enforces a minimum waiting interval after each completed split before a new

splitting operation can be triggered. This mechanism prevents excessively frequent splits and
maintains the stability of the framework. Before splitting, the leader broadcasts a proposal, and
peers validate it using local metrics. Upon consensus, the IoV is divided into two sub-IoVs, each
with its own leader, ledger, and consensus process.

After an IoV splits into two independent IoVs, nodes must be reallocated to ensure both balanced
computational resources and geographical proximity, which are critical for maintaining performance
and scalability. This process involves a scoring mechanism to evaluate node suitability and a distance-
based assignment to optimize efficiency. The leader node in the original IoV performs the following
steps in Algorithm 3:

(1) Geo-Constraint Prefiltering: The original leader node within the IoV is retained, and an
additional leader is elected to manage the new sub-IoV. Each non-leader vehicle computes its
distance to the original leader, and vehicles located within a predefined threshold are filtered
out. This prevents geographical overlap between the resulting sub-IoVs, ensuring sufficient
spatial separation.

(2) Score Calculation for Leader Selection: The leader scores each node based on computational
capability (Computation) and proximity to others (Proximity). The node with the highest score
becomes the provisional leader of the new sub-IoV, ensuring strong processing capacity and
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ALGORITHM 4: IoV Merging Algorithm.

Require: V,,;: adjacent vehicle node from another IoV;

d,;,: distance threshold for merge trigger;

‘min *
V,: current edge node;
VLA, VLB: leader nodes of respective IoVs;
N,,, N,: sizes of the two IoVs;

cl> Ve

Ensure: Merge status: Success or Failure.

Edge Node Behavior:

1: while -merged do

2 d « Distance(V,, V,4;) > Monitor distance between edge node and adjacent node
3:  ifd <d,, then

4 Send merge_reqto V.V,

5; Wait for authorizations: Auth(VLA), Auth(VLB)

6 if Auth(VLA) =True A Auth(VLB) = True then

7 Create block B,,,, with B, .isMerged « 1

8 Append B, to both B, and B, > Commit merge block to both ledgers
9 merged < True;
10: return Success > Update merge status and exit loop
11: end if
12:  endif
13: end while
14: return Failure

Leader Node Behavior (upon merge_req):

15: if Ny + N, < T, then
16:  return Auth(L) « True > Approve merge if combined size is acceptable
17: else
18:  return Auth(L) < False
19: end if

geographic centrality. Higher computation indicates better processing power, while lower
proximity reflects a more central geographic position. The weight ratio between computational
capability (3/5) and geographical centrality (2/5) is set based on the role analysis of a leader.
A higher weight (3/5) is assigned to computational capability due to the computationally
intensive nature of the leader’s critical tasks, where the cumulative processing delay is
paramount for avoiding IoV splits. Conversely, geographical centrality is assigned a lower
weight (2/5) since its impact on reducing communication latency is secondary and can be
mitigated via multi-hop mechanisms. Furthermore, the rationality of this specific weight ratio
is supported by empirical evidence from our experimental studies, detailed in Appendix C.

(3) Node Assignment Based on Distance: Each remaining node calculates its distance to both the
original and new leader nodes. Nodes are assigned to the IoV of the closer leader, minimizing
communication delays and enhancing IoV efficiency.

(4) State Update and Blockchain Finalization: After node assignment, the leader updates the IoV
state, finalizing the division. Each blockchain updates its membership, ensuring all nodes are
aware of their respective IoV and designated leader.

3.1.3 Blockchain-Based loV Merging. 1oV merging addresses fragmentation and resource un-

derutilization that arise in low-density or post-split scenarios, serving as a complement to IoV
splitting. Isolated sub-IoVs may waste resources and hinder data exchange. To address this, the IoV
merging algorithm (Algorithm 4) merges adjacent sub-IoVs J 4 and J g when: (1) their distance is

below d

AC

min’ (2) the combined node count is below Tj;;; and (3) inter-IoV data exchange is needed.
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Fig. 3. The data structure used to store information following the merger of two blockchain-based loVs.

Edge nodes monitor proximity, initiate merge requests, and finalize the process upon dual-leader
approval by linking the ledgers.

To support IoV merging, we introduce a block-level data structure, isMerged, to indicate the
merging status of a block:

— isMerged = 0: The block points to a single blockchain, maintaining the traditional structure.

— isMerged = 1: The block serves as a “bridge” block, linking two separate blockchains. It
contains two previous hash pointers, prev_hash1 and prev_hash2, to ensure continuity in
both chains.

A bridge block is a specially designed data structure that facilitates the secure integration of two
independent blockchains during IoV cluster merging. It is identified by a designated flag isMerged =
1 and contains cryptographic references to the latest blocks of both predecessor chains. By linking
these chains at a convergence point, the bridge block ensures continuity of transaction history,
maintains data consistency, and preserves the immutability of both ledgers throughout the merging
process. The IoV merging process follows the steps in Figure 3:

(1) Initialization Phase: Two separate blockchain-based IoVs (IoV A and IoV B) are initialized.

(2) Merge Operation: A merge point is selected, and a block from chain A is combined with one
from chain B. The merged block’s isMerged flag is set to 1, and its prev_hash is updated to
reference the previous blocks of chains A and B.

(3) Merge State Processing: Check the consistency and immutability of the blockchain to ensure
that the merged block remains tamper-proof.

(4) Conflict Handling: If no conflicts are detected, the merge is finalized. Otherwise, the framework
rolls back to the pre-merge state and reattempts the merge.

To ensure that the dynamic reorganization process does not introduce significant delays or in-
consistencies, the framework incorporates the following design principles: The splitting mechanism
employs dual thresholds and a cooldown period to prevent unnecessary operations triggered by
transient load fluctuations. And all splitting and merging actions are contingent upon consensus
agreement among peers, ensuring synchronous state transitions and preventing configuration con-
flicts. For consistency during merges, the novel bridge block mechanism acts as an atomic commit
point, guaranteeing that ledger integration is an all-or-nothing operation. Furthermore, post-split
node reallocation is optimized for geographical proximity and load balance to swiftly restore

ACM Trans. Internet Technol., Vol. 26, No. 3, Article 41. Publication date: July 2026.



41:12 J. Shi et al.

ALGORITHM 5: Vehicle Joining Algorithm.

Require: V,__ :anew vehicle requesting to join;
minDist: minimum distance threshold for discovery;
isDirSame(V,, V,): check direction consistency;

V,: leader of the IoV.

Ensure: Updated J « J U {V,
Behavior of V,:

new*

¢ Vew senses nearby V, € V with AL(V,,, V,) < minDist
: Create message M = (join_req, V,,,,, timestamp)
¢ View signs M with private key sk, = sig_ > Ensure authenticity of join request

: Send (M, sig _ )toV,,V, >V} > Forward request to the leader
. if Auth(V,,V,.,) = True then
T« Tu{V,.} > Join successful; add to IoV
break
: end if

Behavior of V;:
9: Upon receiving join_reqfor V,
10: N, « [N(V)|+ 1 > Count current members including applicant
11: if N, < T,y A isDirSame(V;, V,,,,,) then

12:  V broadcast agree to all V; € V and collects all votes
13:  if valid agree votes > 2/3 - |V| then

vt if joining successful.

14: return Auth(V}, V... ) < True > Majority agreed, approve join
15:  else

16: return Auth(V,,V,_ ) < False > Not enough support, reject join
17:  endif

18: end if

performance in new sub-IoVs. These mechanisms ensure that reorganization is a controlled process
with minimal disruption, as evidenced by the scalable operation latencies shown in Section 4.2.2,
Figure 5.

3.2 Vehicle Management

This module manages the vehicle participation lifecycle within the IoV, including joining, commu-
nication, and leaving. The vehicle joining and leaving algorithms handle access and disconnection,
respectively.

3.2.1 Vehicle Join loV. In dynamic IoV environments, flexible vehicle joining is essential for
maintaining coverage, scalability, and data integrity. In its absence, vehicles outside the IoV may be
unable to contribute valuable information or benefit from IoV services. To support this, we design a
vehicle joining algorithm (Algorithm 5) with three stages: proximity detection, capacity evaluation,
and blockchain-based integration. The algorithm ensures that only vehicles within communication
range can join, prevents IoV overload, and records join events on-chain for traceability. The process
is detailed as follows:

— Distance Monitoring: A vehicle not in any IoV monitors its distance to nearby vehicles. If it is
within a threshold (minDistance) of an IoV edge node, it sends a join request, which the edge
node forwards to the IoV leader for further processing.

— Capacity Evaluation: The leader node evaluates whether the IoV can accommodate additional
members without exceeding the capacity threshold, while ensuring that the vehicles request-
ing to join are in the same direction as the leader’s travel, preventing frequent joining and
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leaving of vehicles, and maintaining the relative stability of the dynamic network. If so, the
join request is approved.

— Integration and Verification: The vehicle can formally join the IoV only if it receives more than
2/3 of the nodes’ votes. Its identity and confirmation record are immutably recorded on-chain,
ensuring the access event is verifiable. Both leader election and vehicle joining algorithms
adopt a 2/3 majority threshold, which follows the classic Byzantine Fault Tolerance principle.
This theory shows that in a system with N nodes, to tolerate at most f malicious nodes
(Byzantine nodes), two conditions must be satisfied [7], [13], [23], [29]: The total number of
nodes satisfies N > 3 f + 1 (meaning malicious nodes cannot exceed 1/3 of the total), and the
voting threshold requires the agreement of at least 2 f + 1 nodes, which is approximately 2/3
of the total nodes given N > 3f + 1.

3.22  Vehicle Leave loV. In decentralized IoVs, detecting vehicles that leave the communication
range is critical to avoid IoV state inconsistencies and resource waste. We propose a vehicle leave
algorithm that accurately identifies departures by combining distance checks with heartbeat failure
detection. This approach balances responsiveness and fault tolerance, reducing false positives. All
departures are recorded on-chain to ensure traceability and ledger consistency. The full procedural
logic is provided in Appendix A for completeness.

— Monitoring Phase: The leader node V; continuously monitors all participating vehicles through
distance measurements and periodic heartbeat signals.

— Disconnection Criteria: If V| detects that a vehicle’s distance exceeds a predefined threshold
dihresholds OF if heartbeat messages are not received for three consecutive cycles, the vehicle
is identified as disconnected from the IoV.

— State Update and Notification: Upon confirmation, V; marks the vehicle status as “discon-
nected,” broadcasts this status update to all remaining nodes, and appends a departure event
to the blockchain ledger.

3.3 Information Management

The information management module ensures reliable processing of vehicular data through four
key processes: information verification, uploading, storage, and retrieval. These steps collectively
maintain data integrity, security, and privacy.

3.3.1 Information Verification. This section outlines the framework’s security design [18]. Vehic-
ular nodes are defined as either honest—strictly following the protocol—or malicious, which may
collude to tamper with or forge messages. To mitigate risks posed by such adversarial behavior, the
framework incorporates the following security mechanisms.

— Physical Reachability Validation: This mechanism ensures the consistency of real-time vehicle
data and prevents malicious data injection.

— Event Authenticity Verification: This mechanism verifies critical reports such as accident
warnings and congestion alerts to prevent the dissemination of false information.

— Majority Voting Mechanism: This mechanism aggregates judgments from surrounding vehicles
to identify false data and enhance resilience against coordinated attacks.

The framework first applies physical reachability validation to filter unrealistic data before
uploading to the blockchain. Node A checks whether the distance between two reported positions
from node B exceeds the maximum possible distance Ad > (v, +€)AL, where v, is the maximum
speed of conventional vehicles (e.g., 30 m/s), € is a safety margin, and At is the time difference
between two consecutive messages. Messages violating this constraint are rejected as physically
implausible to mitigate forgery attempts.
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Next, the framework verifies event authenticity by checking if a node is close enough to detect
the reported event location. Upon receiving an event packet, the node extracts the event coordinates
(Xevents Yevent) @nd timestamp . ept> then computes the distance to the event:

devent = \/(xevent - xself)2 + (yevent - yself)z' (1)

K deyent < Reomms With R.omm denoting the communication range for event detection, the vehicle
proceeds to verify the event. It performs a local scan using onboard sensors to detect evidence and
requests confirmation from nearby nodes.

Subsequently, the node checks the time difference At = [t rent — fevent| to ensure it is within the
propagation delay threshold T, to prevent replay attacks. If all checks are passed, the node signs
and forwards the event; otherwise, it flags the event as potentially malicious. For out-of-range
cases (deyent > Reomm)» the data is stored for later verification via collaborative majority voting.

To further defend against coordinated attacks, the framework aggregates reports on the same
event and accepts a consensus result only if a predefined threshold (e.g., 2/3) agrees. Nodes that
submit contradictory data are flagged as suspicious and must follow the consensus. For example, if
the majority of reports deny an accident while a few affirm it, the minority is treated as potentially
forged. This mechanism ensures that only consistent and reliable event data is accepted.

3.3.2 Information Upload. Each vehicle periodically uploads data (e.g., position, speed, events)
to the IoV. The data is validated through mechanisms such as physical reachability and event
authenticity. Validated data is then sent to the leader, who packages it into transaction proposals
for blockchain submission. Once consensus is reached, the data is recorded on-chain, ensuring
integrity, transparency, and tamper resistance.

3.3.3 Information Storage. Once data is approved through consensus, it is permanently recorded
on the blockchain. Each block contains a transaction list, timestamp, Merkle root, and the hash
of the previous block, ensuring tamper resistance and traceability. In special cases such as IoV
merging, the framework employs a specialized block structure, termed a “bridge block,” which
contains dual hash links to preserve ledger consistency. These designs maintain consistent and
auditable records during IoV merges. The decentralized consensus mechanism guarantees that all
IoV participants can verify data without relying on centralized authorities, thereby reinforcing
trust in the recorded information. Furthermore, we propose an information retrieval mechanism,
with detailed implementation provided in Appendix B.

3.4 Security Analysis

In this section, we analyze the security of our proposed framework against specific attacks under
clearly stated threat models.

3.4.1 Resistance to Location Spoofing Attacks. Physical reachability validation leverages the
inherent physical movement characteristics of vehicles to filter data at the source, effectively
blocking a large volume of simple forged data from entering the framework. By comparing the
displacement of a vehicle between two consecutive message intervals with the maximum speed
constraint, the framework can accurately detect anomalies such as abrupt location jumps. Since the
trajectory of a normal vehicle must comply with physical laws, any data that exceeds the reasonable
range is highly likely to be forged or erroneous. This detection mechanism effectively prevents
malicious nodes from fabricating false positions or other misleading data to disrupt the framework.
It can be mathematically demonstrated using inductive reasoning that within a continuous message
stream, any malicious tampering that violates these constraints will be detected within a bounded
time window, thereby ensuring the global physical consistency of location data. This verification
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process can be completed rapidly upon message reception by a node, without requiring complex
computation or excessive resource consumption. As a result, suspicious data can be filtered in
a timely manner without compromising framework efficiency, thereby reducing the burden on
downstream processing and ensuring the framework’s overall real-time responsiveness.

3.4.2 Integrity Protection Against Message Tampering. We model the success probability of a
message tampering attack: Py, < @ (1= Pp) - (1 = P,) - Pyore, Where: arrepresents the fraction
of Byzantine nodes; P, denotes the detection probability by Physical Validation; P, represents the
detection probability by Event Authenticity verification; P,;. denotes the probability of bypassing
the BFT-based Consensus. This probability is constrained by the following factors:

Firstly, physical reachability validation provides a low-cost, high-precision filter (Pp =~ 1). This
layer transforms physical laws into a first-line defense, ensuring any message violating kinematic
constraints is discarded. This can be formally proven: Let the real position of a vehicle at times #;
and t, be P; and P,, with At = t, —t;. The maximum allowable displacement is dpp,x = (Vpax + €)AL
If an attacker tampers with the position to P;, creating a displacement dy,mper = [P; — Py, then:
If diamper > dmaxs  Pp =1 (Certain Detection). Only tampering with dy,mper < dmay proceeds,
making (1 — P,) negligible for any significant attack.

Secondly, for event-related messages that pass the physical check, sensor semantics require

corroboration. An attacker must now fabricate an event consistent with multi-modal sensor ob-
servations (e.g., camera, radar) from nearby vehicles. This makes semantic tampering practically
infeasible without compromising the physical sensing environment, leading to a high probability
P, of detection for fabricated events. Thus, the term (1 — P,) is also driven to a very low value.

Finally, if a message is unverifiable by individual nodes, it undergoes majority voting. The
consensus mechanism provides statistical guarantees, as a tampered message is discarded unless
the attacker controls a quorum. This is rooted in Byzantine Fault Tolerance theory: Let N be the
total nodes, fbe the number of malicious nodes. The consensus threshold is set at 7 > %N. The
probability P, that a tampered message achieves consensus is: P, = 0 when f < N/3.
Even as fincreases beyond N /3, P,.. remains negligible unless a large fraction of honest nodes
coincidentally err, which is highly improbable given their sensor reliability p, = 1.

Since P, and P, are both close to 1, the product (1 — P,)(1 — P,) becomes negligible. Combined
with a very small P, the overall bypass probability P, is reduced to a negligible level,
providing rigorous integrity protection. In addition, combining with Figure 6(a), when the number
of malicious nodes is < 15%, the FDI success rate is close to 0, which can verify the rationality of
the above inference.

3.4.3 Resilience Against Message Suppression and Packet Loss Attacks. Our framework incorpo-
rates temporal redundancy and distributed consensus mechanisms that inherently tolerate partial
communication failure. Specifically, majority voting is performed within a configurable time win-
dow T, during which event-related messages are collected in spatial-temporal buckets. Even
if a portion of messages are lost due to adversarial suppression, the aggregation window allows
sufficient time for honest nodes to submit their information. Let the total number of nodes be N,
and assume a packet loss probability p;,., uniformly applied to all honest messages. The probability

Py rvive that at least TN honest votes are received can be modeled as a binomial survival probability:
N-f N
- (N—f—k)
Pourvive = Z ( k ]>(1 B pl()SS)k Pross / : (2)
k=[zN]

This formulation quantifies the framework’s resilience to packet loss: as long as P, remains

urvive
sufficiently close to 1, the framework ensures that consensus can be correctly reached despite
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adversarial suppression. Notably, by tuning parameters such as the aggregation window T,,,;. and
the majority threshold 7, the framework can tolerate a wide range of packet loss rates without
compromising safety. In particular, under reasonable network conditions where p; is bounded,
the probability of failure becomes exponentially small in N, ensuring that honest observations are
successfully aggregated and adversarial attempts to disrupt consensus through message loss are
effectively mitigated.

3.4.4 Resilience Against Replay Attacks. A replay attack occurs when an adversary intercepts
and retransmits a valid old message to disrupt the current system state. To mitigate such attacks,
our framework incorporates a dual-mechanism defense strategy. First, each message is embedded
with a fresh timestamp t; upon receipt, a node verifies that the difference between the current
time f.rent and t remains within a predefined propagation tolerance window T, where mes-
sages with outdated timestamps are discarded as stipulated in Section 3.3.1. Second, every vehicle
maintains a sequentially incremented number for its messages, which is validated by the con-
sensus protocol to guarantee freshness. Together, these measures ensure that any intercepted
message cannot be replayed beyond its validity period, thereby effectively neutralizing replay
attacks.

3.4.5 Sybil Attack Resistance. In Sybil attacks, a single malicious entity creates multiple fake
identities to gain disproportionate influence. In our framework, the core prerequisite for a valid
identity (i.e., a voting node) is that it must be bound to a physical hardware device with ver-
ifiable computational capability (Cy;,) and bandwidth (Bp,). Let Cosficgitimate represent the
cost of purchasing and deploying a legitimate hardware node that meets the minimum require-
ments. For an attacker to achieve a high proportion in voting by creating K Sybil identities to
manipulate the system, the minimum economic cost Costyy; can be modeled as: Costyypy 2>
K x Costiegitimate- Considering a medium-scale IoV cluster (N=30 nodes), if an attacker wants to
control one-third of the total votes, the cost immediately becomes 10 XC0stjgjtimate- This stands
in stark contrast to traditional software-only identity registration systems where creating Sybil
nodes incurs near-zero cost. Furthermore, our leader election algorithm, which prioritizes high-
performance hardware, raises this barrier further. Ensuring Sybil nodes are elected as leaders
requires investing in superior hardware, making Costyy,; prohibitively expensive and the attack
impractical.

4 Experimental Evaluation

In this section, we conduct a comprehensive evaluation of the proposed framework from the fol-
lowing perspectives: (1) efficiency evaluation of the consensus algorithms and runtime distribution
for other algorithms; (2) reliability and security evaluation; (3) performance evaluation of the four
frameworks in two different cases.

4.1 Experimental Setup

We conducted experiments to evaluate the proposed algorithms with respect to efficiency, scalability,
and robustness under varying network conditions. All tests were run on a Windows 11 machine (2.40
GHz Intel Core i5-9300H, 16 GB RAM). Vehicular dynamics were simulated using SUMO in urban
road scenarios involving 10 to 60 vehicles. An Apache Kafka-based producer-consumer architecture
enabled real-time message distribution through independent topics, with transmission controlled
via authentication. The implementation used Python for simulation and off-chain processing, with
smart contracts written in Solidity and deployed using Truffle. Blockchain experiments ran on a
local Ethereum Ganache network with a 1-second manual mining interval.
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Fig. 4. Efficiency comparisons of different consensus algorithms.

4.2 Algorithmic Efficiency

We assessed our algorithms based on three metrics: off-chain transaction execution time, on-chain
transaction execution time, and transaction confirmation latency. On-chain execution time refers
to the duration from the submission of the first transaction in a batch to the confirmation of the
last. Transaction confirmation latency is the delay from a transaction’s initiation by the user to its
successful inclusion in a block [37].

In the following sections, we compare the on-chain runtime performance of our consensus
algorithm with baseline algorithms and analyze their execution characteristics. We also present
the cumulative distribution function (CDF) of off-chain and on-chain execution times for the
various algorithms to illustrate performance across different vehicle counts.

4.2.1 Efficiency of the Proposed Consensus Algorithm. Figure 4(a) shows the execution times of
four consensus algorithms, including our proposed method, PoS, PBFT, and Raft, under varying
numbers of vehicular nodes. As the number of nodes increases, the execution time of all four
algorithms exhibits non-linear growth: when the number of nodes is small, the execution of
all algorithms is similar. As it increases, the differences become significant: our method scales
more effectively with slower growth in execution time, while PBFT and PoS increase sharply,
and Raft grows moderately. Specifically, our proposed consensus algorithm achieves an efficiency
improvement of 27.06%-38.56% compared to other baseline algorithms. These results demonstrate
the scalability of our approach for large-scale IoV scenarios requiring low latency.

We conducted a scalability evaluation of transaction confirmation latency for four consensus
algorithms (5 to 30 vehicles, Figure 4(b)). Our proposed algorithm significantly outperformed
the baselines, with latency increasing linearly from 0.42 seconds (5 vehicles) to 7.28 seconds (30
vehicles). In contrast, the baseline algorithms exhibited steeper latency growth curves, particularly
PBFT, which reached 10.25 seconds at 30 vehicles due to its O(n?) message complexity. Quantitative
analysis of performance improvements reveals that our algorithm achieves latency reductions
of 7%-35%, 15%—54%, and 27%—-66% compared to Raft, PoS, and PBFT, respectively. These results
highlight the effectiveness of our design in reducing communication overhead and optimizing
consensus processes, making it better suited for large-scale IoV frameworks with stringent real-time
requirements.

4.2.2  Execution Time Distribution for Vehicle Joining, Leaving, loV Merging, and Node Allocation.
Figure 5 shows the time distribution of vehicle join, leave, IoV merge, and node allocation operations
in off-chain and on-chain modes. In the off-chain case (Figure 5(a)-(d), the legend denotes the
number of vehicles concurrently performing each specific operation), where multiple vehicles
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Fig. 5. Execution time distributions for vehicle joining loV, leaving loV, loV merging, and node allocation.
Here, on-chain refers to operations that include both execution and committing results to the blockchain,
while off-chain refers to operations that are executed without committing the results to the blockchain.

perform operations concurrently, the framework achieves fast response with lightweight execution.
The CDF curves converge rapidly, and execution time increases slowly with scale, indicating good
scalability.

In the on-chain case (Figure 5(e)—-(h)), blockchain ensures auditability through consensus, with
execution time covering transaction packaging, validation, and ledger updates. Although execution
time spans a wider range, it scales predictably with the number of nodes, demonstrating the
blockchain’s adaptability to large-scale IoV environments.

The off-chain and on-chain execution modes serve complementary roles: the former supports
real-time vehicle coordination, while the latter ensures traceability and immutability for critical
operations. Results demonstrate the framework’s flexibility in adapting execution strategies to
different scenario requirements.

4.3 Reliability and Security Evaluation

This section evaluates the reliability and security of the proposed IoV framework under different
conditions. Reliability refers to maintaining operation and consensus under disturbances like
packet loss, while security concerns resistance to attacks such as data forgery, event manipulation,
and consensus disruption. We simulate threat scenarios to assess the effectiveness of the layered
verification mechanisms, including physical reachability validation, event authenticity checks, and
majority voting, across three key aspects.

— FDI Defense: We measure the FDI attack success rate under varying proportions of mali-
cious vehicles injecting forged data, reflecting the framework’s ability to reject tampered or
implausible messages.

— Consensus Robustness: We evaluate the leader election success rate under varying malicious
message forging probabilities, reflecting the protocol’s resilience to adversarial manipulation.

— Vehicle Join IoV Success Rate under Packet Loss: We assess the probability of a vehicle success-
fully joining the IoV under varying packet loss levels, reflecting environmental degradation
or message suppression attacks.
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Fig. 6. Reliability and security assessment of the framework.

Key parameters include a tolerance margin € = 5 m/s for physical plausibility checks and a
voting interval T,,;. = 2 s. € = 5 m/s is grounded in industry standards for speed monitoring
tolerance (typically +5%—-10%) and is designed to be configurable, allowing adaptation to different
road scenarios [9], [10]. The FDI attack success rate is formally defined as

FDI = Number of Fake Messages Accepted

©)

Number of Fake Messages Sent

The following results show that the proposed framework maintains low attack success rates and
high reliability under adversarial interference and packet loss.

4.3.1 FDI Attack Resilience. Figure 6(a) shows that with fewer than 10% malicious vehicles, FDI
attacks are mostly ineffective, confirming the framework’s effectiveness against a small number of
attacks. When malicious nodes exceed 30%, the success rate rises in small IoVs but more slowly in
larger ones, reflecting Byzantine fault tolerance. Even with 50% malicious nodes, the framework
blocks 50%-60% of false messages, indicating resilience against coordinated FDI attacks.

4.3.2  Consensus Robustness. Figure 6(b) shows that our consensus maintains nearly 100% leader
election success when malicious forging is rare. Leader election success refers to the protocol’s
ability to select an honest leader for consensus. As the forging ratio increases, the success rate
gradually declines but remains high under moderate attack levels. When forging approaches 30%,
the success rate decreases more noticeably, yet still remains above 95%. These results demonstrate
that the proposed design is highly resilient to typical Byzantine attacks.

4.3.3 Vehicle Join loV Robustness. Figure 6(c) evaluates the framework’s ability to admit new
vehicles into the IoV under adverse communication conditions, by measuring the join success
probability at various packet loss rates. The simulation reveals that the IoV is highly robust to packet
loss: at low to moderate packet loss rates (e.g., up to 20%), nearly all vehicles requesting to join can
join the IoV successfully, indicating that a few dropped messages do not prevent legitimate nodes
from entering the IoV. As the packet loss rate increases further, the join success probability gradually
declines, which is a natural outcome as communication reliability degrades. In addition, even at
relatively high packet loss levels (for instance, 40%-50%), a substantial majority of vehicles are still
able to successfully join the IoV. This resilience can be attributed to reattempts and cross-validation
by multiple neighbors. In practice, this ensures that legitimate vehicles are not easily excluded from
the IoV, even in the presence of unreliable channels or adversarial interference.

4.3.4  Verification Latency Analysis of Security Mechanism. To quantitatively validate the light-
weight nature of our security mechanism, we compare its single-message verification latency
against a traditional IBE scheme. As shown in Figure 6(d), our multi-layered mechanism maintains a
low and stable latency (under 230 ms even with 60 vehicles), reducing latency by 74%-77% compared

ACM Trans. Internet Technol., Vol. 26, No. 3, Article 41. Publication date: July 2026.



41:20 J. Shi et al.

> 4 Receive failure
(weak signal)

© @

Fig. 7. Illustrations of the response differences among four frameworks under the same accident scenario.

to IBE. This improvement stems from replacing IBE’s computationally intensive operations (e.g.,
O(n?) bilinear pairings) with efficient, localized checks (O(1) physical and sensor validation) and
lightweight (O(log N)) gossip-based voting.

4.4 Case Study: Performance of Vehicular Networks under Different Frameworks

The following case studies were evaluated via co-simulation using OMNeT++, VEINS, INET, and
SUMO to assess four frameworks: (1) a non-IoV, where vehicles operate independently without
communication; (2) a centralized IoV, where data is disseminated via a cloud server or RSU through
single-hop transmission; (3) a decentralized IoV, where vehicles communicate through V2V multi-
hop links; and (4) our blockchain-based IoV, which provides decentralized data management with
integrity verification. To simulate resource heterogeneity among vehicles from different manufac-
turers, each vehicle was assigned distinct processing delays and receiver sensitivity values. This
models differences in communication and computation capabilities among heterogeneous nodes.
This approach enhances the practical applicability of simulation results to real-world deployment.

4.4.1 Case Study 1: In an Urban Road Environment with Good Signal Coverage. We evaluated
four frameworks under stable network conditions in an urban road scenario, where a simulated
vehicle breakdown led to congestion, particularly during rush hours. The evaluation focused on
efficiency, security, and resilience.

Efficiency. The non-IoV framework (Figure 7(a)) relies on static routing, leading to poor incident
response and persistent congestion. The centralized IoV framework (Figure 7(b)) depends on a central
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Fig. 8. A comparative analysis of the efficiency and security of different frameworks under two distinct
scenarios.

server or RSU, but suffers from a single point of failure, poor edge reception, and delays during peak
traffic. The decentralized IoV framework (Figure 7(c)) employs V2V multi-hop communication and
achieves high data reception but lacks an adaptive mechanism, incurring delays under heavy load.
In contrast, our blockchain-based framework (Figure 7(d)) maintains high packet reception while
significantly reducing latency through dynamic IoV splitting and the flexible leaving of vehicles,
effectively alleviating congestion. As evidenced in Figure 8(a), our Blockchain-IoV framework
reduces average communication delay by approximately 30%-40% compared to the Centralized-IoV
and about 15%-25% compared to the Decentralized-IoV approach across varying network scales.
This consistent advantage demonstrates the efficacy of our adaptive mechanisms in sustaining
low-latency communication under congested conditions.

Security. The non-IoV framework prevents external data manipulation but remains vulnerable
to local data corruption and traffic disruptions. The centralized IoV framework is at risk of total
compromise if the central server is attacked. Although the decentralized IoV avoids single points of
failure through V2V broadcasting, it lacks data verification and is thus susceptible to FDI. Our frame-
work integrates smart contracts to authenticate data and mitigates over 80% of tampering attempts,
offering improved resilience. As shown in Figure 8(b), our blockchain-IoV framework sustains over
95% resistance with 30% malicious vehicles, outperforming decentralized and centralized approaches
by 40% and 60%, respectively, a 2- to 3-fold resilience improvement against coordinated attacks.

4.4.2 Case Study 2: In Mountainous Areas with Weak Signal Coverage. This case study evaluates
four frameworks using a 20-vehicle network in a low-signal mountainous environment.

Efficiency and Information Integration Ability. Non-IoV frameworks lack communication ca-
pabilities, making them ineffective in emergencies. Centralized frameworks suffer from rapid
performance degradation in weak network environments, with packet reception dropping below
40% at low signal power. Although decentralized IoV improves packet reception through V2V
communication, it still exhibits 20%-30% higher delays compared to our solution under the same
conditions. As evidenced by Figure 8(c) and (d), our blockchain-IoV framework maintains over 85%
packet reception even at 10 mW signal power through dynamic IoV merging and flexible vehicle
joining, more than doubling the performance of centralized systems. Simultaneously, it reduces
communication delays by approximately 35% compared to decentralized IoV, demonstrating robust
connectivity and timely data dissemination in challenging network environments.

5 Related Work

Currently, IoV research primarily focuses on communication performance optimization and security
privacy protection. However, existing solutions often overlook the balance between these two
aspects, as well as key challenges such as high vehicle dynamics and infrastructure dependency.

ACM Trans. Internet Technol., Vol. 26, No. 3, Article 41. Publication date: July 2026.



41:22 J. Shi et al.

5.1 Limitations of Existing Research in Communication Performance Optimization

Existing research mainly improves IoV communication efficiency through optimizing roadside unit
(RSU) deployment [15], [30], [45], [33], [35], utilizing mobile edge computing (MEC) [43], [46],
wireless sensor networks (WSNs) [1], or applying SDN [11], [36], [42]. While these methods
are effective in scenarios with well-established infrastructure, they commonly share a significant
limitation: heavy dependence on pre-established, stable infrastructure. For example, Huang et
al’s UAV-assisted model requires drones as intermediate nodes [20]; research on 5G-based IoV
communication efficiency improvement relies on continuous base station coverage [27]. Addi-
tionally, some studies improve efficiency through enhanced communication protocols, such as
Bintoro et al. [5] who introduced a learning automata-driven ad-hoc on-demand distance
vector (LA-AODYV) routing protocol to optimize V2V communication. Sugianto et al. evaluated
the performance of three routing protocols in improving traffic efficiency [39]. However, these
methods experience significant performance degradation in scenarios with sparse infrastructure
or unstable signals (such as mountainous areas and tunnels). Although some blockchain-based
studies [8], [19], [22], [47], [17] utilize decentralized mechanisms to achieve balanced resource
allocation and system efficiency improvement, their architectures are typically static, assuming
relatively stable node connections and steady resource supply, failing to adequately consider link
interruptions or latency fluctuations caused by IoV’s high dynamics. In contrast, our framework
achieves infrastructure-independent communication between vehicles through a blockchain-based
dynamic adaptive network. The core innovation lies in introducing dynamic splitting and merging
mechanisms, enabling IoV to adaptively adjust according to real-time traffic conditions and connec-
tion quality, thereby maintaining high communication efficiency even in infrastructure-free areas
(as demonstrated in the case study in Section 4.4.2).

5.2 Deficiencies of Existing Research in Security and Privacy Protection

In terms of security, existing solutions mainly focus on complex cryptographic methods or com-
munication protocols, such as Sutrala et al’s elliptic curve cryptography (ECC)-based batch
authentication mechanism [40], Tang et al’s hybrid encryption scheme [41], Li et al. utilized
homomorphic encryption and zero-knowledge proof schemes to provide privacy protection for
the IoV [25], Guo et al’s SSL/TLS protocol for communication link encryption [16], Thuvva et al.
proposed a hybrid intelligent detection and encryption scheme [2], or Bansal’s team’s physical
unclonable functions (PUFs) [4]. Although these methods can enhance IoV communication
security, their significant computational overhead may fail to meet IoV’s real-time requirements,
and their passive defense mode struggles against coordinated FDI attacks. On the other hand, some
blockchain-based research, such as the work by Javaid’s team [21], Shi et al. [34], Gopal et al. [38]
and Dwivedi’s team [12], have all achieved decentralized IoV trust management, privacy protection,
and secure data sharing. However, their architectures still focus on static resource management or
data storage, assuming relatively stable node connections, failing to integrate blockchain consensus
mechanisms with IoV’s highly dynamic topology, thus lacking adaptive security capabilities at the
network level. Different from the above work, we propose a lightweight, multi-layered proactive
defense mechanism that combines physical reachability validation, event authenticity verification,
and majority voting, filtering data before uploading to the blockchain. This significantly reduces
dependence on complex encryption, achieves proactive defense against coordinated attacks, and
ensures low latency.

6 Discussion

This section discusses the limitations of the proposed blockchain-based adaptive IoV framework
and suggests avenues for future research.
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6.1 Limitations

6.1.1 Storage Overhead and Ledger Scalability. While the framework guarantees data traceability
through blockchain, the frequent execution of on-chain operations under high vehicular mobility
may accelerate ledger expansion.

6.1.2  Simplified Environmental Modeling. We used simulation tools (e.g., SUMO, OMNEeT++) to
evaluate framework performance under different network structures and threat scenarios. However,
these platforms may not fully reflect real-world factors like signal interference, terrain variations,
and non-line-of-sight (NLOS) conditions. Therefore, further validation and tuning are needed for
deployment in real-world environments.

6.1.3  Architectural Tradeoffs Between Stability and Reconfiguration Responsiveness. This frame-
work integrates adaptive mechanisms such as dynamic IoV splitting/merging and multi-layered
security verification. While these mechanisms enhance framework flexibility, they also introduce
an inherent tension between stability and responsiveness.

First, regarding the IoV splitting and merging strategy, the dual-threshold mechanism based on
node count and latency helps prevent excessive fragmentation, but it may reduce responsiveness
in rapidly changing traffic conditions. The multi-layered security verification strengthens attack
resistance but adds consensus latency, requiring a balance between security robustness and real-
time performance. Second, the performance-based leader election mechanism favors nodes with
high computational power, which benefits consensus stability, but in highly dynamic scenarios,
communication efficiency may be affected due to geographical shifts. The bridge-block mechanism
ensures ledger consistency during merging but also introduces synchronization overhead and
merging delays.

In summary, these tradeoffs highlight that the adaptive capabilities of the framework are not
without cost. In practical deployments, relevant parameters should be dynamically fine-tuned
based on specific scenarios, such as urban congestion or highway platooning. Future research may
explore adaptive strategies based on reinforcement learning to achieve a dynamic balance between
stability and responsiveness.

6.2 Future Research

For improvement and to address the limitations listed above, our framework may be further
improved as follows:

6.2.1 A Hybrid On-Chain/Off-Chain Storage Architecture. To address the storage scalability
challenge of high-frequency vehicular data, our framework will employ a hybrid on-chain/off-chain
storage model. Only critical data summaries (e.g., Merkle roots of batched sensor readings) are
immutably anchored to the blockchain, while the voluminous raw data is stored off-chain (e.g., in
local vehicle storage). This approach leverages the blockchain for tamper-evident auditing without
incurring the burden of storing all data on-chain, making it feasible for resource-constrained
onboard devices.

6.2.2 Real-World Pilot Deployment. Collaborating with transportation authorities to conduct
small-scale real-vehicle trials in urban and rural scenarios to evaluate the robustness and perfor-
mance of the framework in practical conditions.

7 Conclusion

This article proposes a blockchain-based dynamic adaptive restructuring framework for the IoV.
In this framework, vehicles autonomously form communication clusters through a proximity-
driven self-organization mechanism, while a consensus algorithm ensures data consistency among
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distributed nodes. To accommodate network dynamics, the framework supports structural adapta-
tion through proactive IoV splitting under high-load conditions to alleviate communication over-
head, and intelligent IoV merging when adjacent IoV sub-networks converge, thereby improving
resource utilization. In addition, a self-governing node mechanism enables vehicles to dynamically
join or leave IoVs based on real-time communication quality. To ensure security and robustness,
the framework incorporates a multi-layered defense mechanism that effectively mitigates threats
such as data tampering and node misbehavior. Experimental results demonstrate that the proposed
framework significantly enhances both communication efficiency and data security, offering a scal-
able solution for structural reconfiguration and resource optimization in intelligent transportation
systems.
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Appendix

A

Full Algorithm Descriptions

To provide a more comprehensive understanding of our framework’s operational details, we
present the complete procedure of the Vehicle Leave IoV Algorithm in this appendix. While
Section 3(b) of the main text outlines the key principles and decision criteria, the full algorithmic
workflow—including heartbeat monitoring, distance-based disconnection detection, and ledger
update operations—is detailed here to facilitate implementation clarity.

ALGORITHM A1: Vehicle Leaving Algorithm.

Require: d; . ,,q: maximum allowed distance between vehicles within the IoV.
Ensure: Updated IoV membership set J’ after removals.

Leader Node Behavior:
while J is active do
for each V; € N(V,) do
if heartbeat_lost(V;) then
miss_count[V;] « miss_count[V;] + 1
else
miss_count[V;] « 0
end if
if miss_count[V}] > 3V AL(V,, V) > dyeqnois then
Vi.status «<— Disconnected
Broadcast leave_noticetoall V; € J
J < I\ {V}} and update the ledger > Remove vehicle from IoV
end if
end for
Synchronization: YV, € 7,7 v < J

: end while
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B Information Retrieval

IoV nodes, including vehicles, edge nodes, and infrastructure units, can initiate information re-
trieval operations through predefined smart contract interfaces. The system provides a query API
that supports parameterized access to on-chain data, allowing users to specify query types (e.g.,
traffic incidents, reputation scores, or local connectivity status), temporal ranges, and geographic
constraints.

To support efficient and structured data access, smart contracts expose read-only functions such
as getRecentIncidents(arealD, timeWindow) or getReputation(vehicleID), which return verified,
timestamped results directly from on-chain records. These queries are handled through mapping
structures and event logs recorded on the blockchain, ensuring data integrity and traceability.
For performance optimization, commonly accessed data (e.g., regional traffic summaries or leader
election history) are periodically aggregated and cached at edge nodes. These edge-side caches syn-
chronize with the blockchain in near real-time to balance efficiency and consistency. Furthermore,
all retrieval requests are subject to access control policies enforced by the smart contract layer.
Sensitive data, such as vehicle identifiers or behavioral history, is anonymized using pseudonym
mechanisms or selectively encrypted to preserve privacy, especially during inter-cluster queries.
This module ensures that decision-making processes such as route planning, emergency response,
and trust assessment are supported by timely, verifiable, and context-aware information.

C Empirical Verification: Performance of Leaders under Different Weights

Based on the experimental settings of Section 4.1 and Section 4.4, a test platform is built: 10 high-
configuration vehicles and 20 ordinary vehicles are used to simulate urban congestion scenarios, so
as to test the average computing delay and communication delay of leaders under different weights
shown in Table 2.

Table 2. Performance of Leaders under Different Weights

Weight Ratio High-configuration | Average Computing | Average Communication | Total Delay
(Computing: Geography) | Node Election Rate Delay (ms) Delay (ms) (ms)
4:1 92% 280 180 460
3:2 75% 310 120 430
2:3 48% 520 80 600

With a 4:1 ratio: While computing delay remained low, the frequent election of edge leaders
increased multi-hop forwarding, raising communication delay and resulting in a total delay of 460
ms. With the chosen 3:2 ratio: This balance resulted in a 75% election rate for high-configuration
nodes. It achieved a computing delay of 310 ms (safely below the 500 ms split threshold) and a
manageable communication delay of 120 ms, yielding an optimal total delay of 430 ms. With a 2:3
ratio: Ordinary vehicles were elected too frequently, causing the computing delay to rise to 520 ms
(exceeding the split threshold). This led to frequent IoV splits and significantly reduced framework
stability.

These experimental results confirm that the 3:2 ratio effectively balances computational and
geographical factors, minimizing total delay while preventing framework instability.
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