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Abstract 

The rapid proliferation of fake news in digital media has emerged as a major threat to information credibility and pub-
lic trust. Although recent advances have explored multimodal learning for fake news detection, existing models 
often fail to effectively integrate heterogeneous data sources and remain vulnerable to adversarial manipulations. To 
address these challenges, we propose MADSL (Multimodal Adversarial Deep Semantic Learning), a robust multimodal 
fake news detection framework that unifies generative adversarial networks (GANs) with supervised contrastive learn-
ing. Specifically, MADSL employs a multi-layer joint attention mechanism to align and fuse textual and visual features, 
while adversarial training encourages the extraction of event-invariant representations, enhancing generalizability 
across unseen news events. Additionally, contrastive learning with adversarial perturbations further strengthens fea-
ture discrimination and robustness against attacks. Extensive experiments on benchmark Twitter and Weibo datasets 
demonstrate that MADSL achieves state-of-the-art accuracy (85.3%) and maintains stable performance with only a 
1.1% drop under adversarial conditions, outperforming existing methods in both detection accuracy and resilience. 
These results underscore MADSL ’s effectiveness in advancing robust multimodal fake news detection and promoting 
digital information integrity.
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Introduction
The rapid expansion of digital platforms has significantly 
exacerbated the spread and impact of fake news  (Choi 
et al. 2017; Qu et al. 2020; Capuano et al. 2023; Bo et al. 
2025; Iqbal et  al. 2025; Liu et  al. 2018), challenging the 
integrity of information and undermining the quality 
of public discourse. In today’s digital age, where social 
media and online news are prevalent, fake news quickly 
influences public opinion, with the potential to affect 

election outcomes and incite unrest. A striking statistic 
reveals that 86% of online global citizens have encoun-
tered fake news, highlighting its widespread influence. 
This trend emphasizes the urgent need for more sophis-
ticated and nuanced fake news detection tools. Tradi-
tional content verification methods, which often rely 
on single modalities such as text, images, or videos, are 
increasingly inadequate due to the complexity of digital 
misinformation. There is a critical demand for advanced 
strategies that can effectively distinguish truth from 
falsehood, essential not only for preserving the integrity 
of information but also for supporting the foundational 
principles of informed and democratic societies (Zhang 
et  al. 2022). Ensuring the development and deployment 
of effective fake news detection tools is paramount in 
maintaining factual and trustworthy communication in 
the fight against misinformation.

Recent advancements in deep learning have dramati-
cally reshaped the landscape of fake news detection. 
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Existing efforts increasingly employ neural network 
architectures such as Convolutional Neural Networks 
(CNNs) and use Recursive Neural Networks (RNNs) to 
extract and analyze features from both textual and vis-
ual content. This evolution is further enhanced by the 
adoption of sophisticated Natural Language Processing 
(NLP) techniques, including state-of-the-art models 
like BERT  (Devlin et  al. 2019) and GPT  (Brown et  al. 
2020), which provide a nuanced analysis of language 
crucial for detecting subtle cues in fake news narra-
tives (Yang et al. 2021; Lin et al. 2023). These develop-
ments have significantly improved our ability to process 
and understand complex content structures, resulting 
in more accurate detection methods. However, despite 
these technological strides, notable research gaps in the 
field still persist.

(i) Adaptability to new events: Current fake news detec-
tion models struggle to adapt to new and rapidly evolv-
ing events. Although they are good at feature extraction, 
they often fail to generalize effectively to unfamiliar situ-
ations (Zhang and Ghorbani 2020; Zhang et al. 2023; Yin 
et al. 2024; Zhang et al. 2024). This is due to their reliance 
on event-specific features, which are ineffective in new 
scenarios. Therefore, there is a need to develop models 
capable of extracting event-invariant features to maintain 
accuracy across diverse events.

(ii) Robustness against adversarial attacks: Improving 
the robustness and generalization of models to withstand 
adversarial attacks is a significant challenge (Wang et al. 
2018; Zhang et  al. 2024; Kasampalis et  al. 2024; Wang 
et al. 2023). Adversarial attacks exploit model weaknesses 
and often mimic legitimate data. The rise of sophisticated 
generative language models increases the risk of these 
attacks (Ali et al. 2021; Wang et al. 2018). Current meth-
ods frequently fail against such perturbations. Thus, inte-
grating adversarial training to enhance model resilience 
is crucial for reliable fake news detection, given its sig-
nificant societal impact.

Our approach. In this paper, we introduce Multimodal 
Adversarial Deep Semantic Learning, namely MADSL, a 
novel approach for enhancing fake news detection and 
generalization. MADSL leverages multimodal feature 
extraction by integrating contrastive learning and adver-
sarial training to handle the complexities of fake news. 
The system combines Text-CNN (Chen 2015) for extract-
ing textual features and VGG-19  (Simonyan and Zis-
serman 2015) for analyzing visual content, facilitating a 
comprehensive analysis of both text and images. A multi-
layer joint attention mechanism aligns textual and visual 
features, enhancing the model’s ability to identify subtle 
indicators of manipulated content. This fusion of multi-
modal inputs and sophisticated processing techniques 
significantly improves MADSL ’s adaptability to new and 

evolving fake news scenarios, making it a robust tool 
against misinformation.

To address the challenge of rapidly responding to 
emerging news events, MADSL incorporates a GAN 
model in conjunction with contrastive learning. This 
strategy enhances the system’s capacity to generate event-
invariant features, thereby bolstering its generalization 
capabilities across various scenarios. MADSL utilizes 
supervised contrastive learning to effectively differenti-
ate between news categories, fostering the development 
of robust features crucial for accurate classification. The 
model’s resilience is further enhanced by the introduc-
tion of gradient-based adversarial perturbations through 
Projected Gradient Descent (PGD) (Madry et al. 2017; Jia 
et  al. 2025c) during the training process, strengthening 
its defenses against adversarial attacks (Jing et al. 2023).

•	 We propose MADSL, which innovatively combines 
GANs with adversarial contrastive learning. This 
integration facilitates the generation of robust, event-
independent features that significantly improve the 
model’s adaptability and generalization capabilities 
across diverse and novel events.

•	 MADSL employs GANs for enhancing feature extrac-
tion, creating an adversarial dynamic between the 
multimodal feature extractor and an event classifier 
to generate event-independent, robust features.

•	 The model incorporates supervised contrastive learn-
ing, effectively differentiating between real and fake 
news by analyzing feature representation similarities 
and disparities, enhancing its discernment and gen-
eralization.

•	 We rigorously evaluated MADSL’s performance on 
two datasets. The results demonstrate its superior 
accuracy of 85.3% in fake news detection and excep-
tional resilience against adversarial attacks, setting a 
new benchmark in the field.

Section  2 presents the research background and Sec-
tion  3 details the system design of MADSL. Section  4 
describes the experimental setup and reports the per-
formance of MADSL. Section 5 discusses the experimen-
tal results and analysis. Finally, Section  6 concludes the 
paper and outlines future research directions.

Background
In this section, we introduce the background of text fea-
ture extraction, attention mechanism, and contrastive 
learning.

Text feature extraction
Word embedding techniques have transformed nat-
ural language processing by providing nuanced 
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representations of words or phrases as vectors within a 
compact vector space, which significantly surpasses the 
simplistic and dimensionally excessive one-hot encod-
ing  (Mikolov et  al. 2013). By capturing semantic cor-
relations and contextual meanings, word embeddings 
facilitate a deeper understanding of language. They have 
become fundamental in various NLP applications, from 
text classification to sentiment analysis, thanks to their 
ability to encode intricate linguistic attributes. Notably, 
architectures like Word2Vec  (Mikolov et  al. 2013) and 
GloVe (Pennington et al. 2014) have been crucial to these 
developments. Word2Vec enhances context prediction 
with its CBOW and Skip-Gram models, while GloVe 
combines matrix factorization with context window 
techniques to effectively utilize global word co-occur-
rence patterns, establishing a solid foundation for sophis-
ticated computational models to analyze and interpret 
language deeply.

CNNs have become a cornerstone in deep learning, 
renowned for their proficiency in pattern recognition 
within visual data  (Gao et  al. 2024). Characterized by 
their convolutional layers, which employ learnable filters 
to extract local feature representations like edges and 
textures, CNNs are structured with convolutional, pool-
ing, and fully connected layers that facilitate a layered 
learning approach. This architecture allows CNNs to pro-
gressively capture more complex and abstract features, 
making them exceptionally effective in various computer 
vision tasks. Beyond visual analysis, CNNs also play a sig-
nificant role in NLP, where they analyze text to identify 
and extract critical features such as n-grams, effectively 
recognizing local sequential dependencies in textual 
data. This ability enables CNNs to discern phraseology 
and word clusters that signify underlying sentiments or 
classifications, making them invaluable for tasks ranging 
from text classification to sentiment analysis. By process-
ing word embeddings through their convolutional layers 
to distill semantic and syntactic patterns, CNNs provide 
a nuanced and comprehensive textual representation, 
demonstrating their versatility and effectiveness across 
both visual and linguistic domains.

Attention mechanism
Attention mechanisms in deep learning, inspired by 
human cognitive focus, have significantly enhanced 
the performance of models across a broad spectrum 
of tasks (Vaswani et al. 2017). Central to these mecha-
nisms is their ability to selectively concentrate on rel-
evant parts of the input data, effectively mimicking 
human attention processes. This selective focus dynam-
ically assigns weights to different input segments, 
allowing models to emphasize important features while 

disregarding irrelevant ones. In NLP, attention mecha-
nisms excel at highlighting crucial words or phrases for 
tasks like sentiment analysis or machine translation, 
focusing on the most informative elements to enhance 
prediction accuracy and contextual relevance.

Moreover, attention mechanisms address the con-
straints of traditional neural network architectures 
in sequence-to-sequence tasks, where conventional 
models often reduce entire input sequences to fixed-
dimensionality vectors, potentially losing vital context, 
particularly in lengthy sequences. By iteratively focus-
ing on specific segments of the input throughout the 
generation of outputs, attention mechanisms maintain 
the relevance of the context. This method significantly 
improves the model’s capacity to manage long-range 
dependencies and understand complex data structures 
more effectively. As a result, attention mechanisms 
have become fundamental in advancing deep learn-
ing, markedly improving accuracy and deepening the 
contextual understanding in applications ranging from 
language translation to image captioning and speech 
recognition.

Contrastive learning
Contrastive learning has emerged as a fundamental 
technique in self-supervised learning, widely applied 
across both Computer Vision and Natural Language 
Processing fields  (Jia et  al. 2025a; Wu et  al. 2025a, b). 
A notable model, SimCLR  (Chen et  al. 2020), has sig-
nificantly advanced the field of image representation 
learning by adopting a contrastive method. The core 
principle of SimCLR involves minimizing the distance 
between various augmented versions of the same image 
within the embedding space, while simultaneously 
maximizing the distance between different images. This 
approach effectively reduces reliance on the extensive, 
annotated datasets typically required in supervised 
learning frameworks, offering a more efficient and scal-
able alternative.

This learning model uses internally generated labels 
for supervision, ensuring that the developed represen-
tations are versatile across various downstream tasks. 
However, a significant limitation of the self-supervised 
contrastive learning approach is its oversight in recog-
nizing the interconnectedness of features among images 
from the same class, potentially resulting in disjointed 
feature space representations for similar categories. To 
address this, supervised contrastive learning has been 
introduced, leveraging explicit label information to align 
representations of the same class more closely within the 
embedding space, enhancing classification accuracy.
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System design
In this section, we first introduce the system overview, 
then illustrate details of system design.

System overview
MADSL consists of three integrated stages: Multimodal 
Feature Learning, Event-Invariant Generative Adver-
sarial Learning, and Adversarial-Augmented Contras-
tive Learning. The first stage harnesses text and image 
encoding techniques coupled with a multi-layer attention 
mechanism to extract and synthesize high-dimensional 
semantic features. The second stage employs a GAN to 
enhance the model’s adaptability and generalization 
across diverse and unforeseen event contexts by training 
the feature extractor and event classifier in an adversarial 
setup. The final stage incorporates supervised contras-
tive learning with adversarial perturbations, significantly 
boosting the model’s resilience against sophisticated 
adversarial attacks and enhancing its discriminative capa-
bilities. Together, these stages enable MADSL to effec-
tively discern genuine from fake content, ensuring robust 
performance in real-world scenarios and establishing it 
as a potent tool against misinformation.

In our model for fake news detection, as illustrated in 
Fig.  1, we integrate three key components: multimodal 
feature extraction, event-invariant generative adver-
sarial learning, and adversarial-augmented contrastive 
learning. The first stage, multimodal feature extraction, 
employs a Text Encoder using a CNN for semantic analy-
sis of text and an Image Encoder with VGG-19 for visual 
feature extraction. These modalities are then seamlessly 
fused via a sophisticated multi-layer attention mecha-
nism, enhancing the model’s capacity to discern and 
synthesize crucial aspects of both textual and visual 
information.

The second stage involves event-invariant genera-
tive adversarial learning, utilizing a GAN to cultivate 

the model’s adaptability to diverse events and resil-
ience against the evolving nature of fake news. This is 
achieved through a min-max game between the gen-
erator, which produces modified examples, and the dis-
criminator, which learns to differentiate between real 
and altered features. Complementing this, the model 
employs adversarial-augmented contrastive learning to 
refine its understanding of authentic versus deceptive 
content. This approach clusters genuine news features 
closely in the embedding space, facilitating accurate 
discrimination. The model’s training is meticulously 
conducted using Stochastic Gradient Descent (SGD) 
with mini-batch optimization, ensuring a stable and 
effective learning process capable of robust fake news 
detection (Fig. 2).

Multimodal feature learning
The first stage is multimodal feature learning  (Zhang 
et  al. 2025), consisting of text encoding, image encod-
ing, and text-image co-attention. This process aims to 
derive high-dimensional semantic features from textual 
and visual content.

Text encoding. Extracting high-dimensional seman-
tic features from text is crucial for fake news detection. 

Fig. 1  Overview of MADSL 

Fig. 2  Structure of CNN model for text feature extraction
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Automated methods analyze various aspects of news 
content, such as article text, sources, headlines, and 
associated media, using features like sentence segmen-
tation, tokenization, part-of-speech tagging, lexical 
properties, bag-of-words, term frequency, and syntax 
to identify deceptive cues and writing styles effectively.

Our text representation model, inspired by the Text-
CNN architecture, comprises four main components: 
an input/Word2Vec layer, a convolutional layer, a 
pooling layer, and a fully connected layer. Text data is 
converted into a matrix X ∈ R

256×32 , where each row 
represents a word embedded into a 32-dimensional 
vector using Word2Vec. This layer uses multiple kernel 
sizes to extract local n-gram features. For kernel sizes 
k ∈ {1, 2, 3, 4} , each with 16 filters, the feature maps Hk 
are computed as:

where Wk is the filter for size k , and ∗ denotes the convo-
lution operation. Max pooling is applied to each feature 
map to highlight the most significant features and reduce 
dimensionality. For a feature map Hk of size 256× 64:

resulting in a 64-dimensional vector for each k (Table 1). 
The pooled features Pk are concatenated and passed 
through a fully connected layer to form a 32-dimensional 
feature vector f :

where σ is an activation function (e.g., ReLU or Tanh), 
Wf  is the weight matrix, and bf  is the bias term. Regulari-
zation techniques like Dropout or L2 regularization are 
applied to prevent overfitting and improve generalization.

This structure effectively captures and integrates 
textual features, making it well-suited for subsequent 
fusion with image features in fake news detection.

Image Encoding. In MADSL, image encoding lever-
ages the VGG-19 neural network, renowned for its 
depth and ability to extract detailed visual information. 
Developed by the Visual Geometry Group at Oxford 
University, VGG-19 features a streamlined architecture 
with small convolutional filters that enhance depth and 

(1)Hk = ReLU(Wk ∗ X + bk),

(2)Pk = max_pool(Hk , kernel_size = 256),

(3)f = σ(Wf · [P1;P2;P3;P4] + bf ),

performance. The network comprises 16 convolutional 
layers, interspersed with max pooling layers, and 3 fully 
connected layers, culminating in a softmax layer for 
classification tasks.

The VGG-19 network is chosen for its efficient archi-
tecture, which uses multiple small-sized convolutional 
kernels to increase non-linearity and reduce the num-
ber of parameters. Although computationally demand-
ing due to its fully connected layers, modifications such 
as removing these layers can maintain performance 
while reducing overhead.

In our model, VGG-19’s robust application in image 
classification, transfer learning, and feature extraction 
makes it particularly suitable. The network processes 
input images through its 19 layers to produce a visual 
feature representation RVvgg . To ensure compatibility 
between image and text feature vectors, an additional 
fully connected layer is added after VGG-19’s last layer. 
During joint training with the text feature extraction 
network, the pre-trained VGG-19 parameters are kept 
static to avoid overfitting. The resulting p-dimensional 
image feature representation RV ∈ R

p is formulated as 
follows:

where RVvgg is the visual feature representation from the 
pre-trained VGG-19 network, Wvf  is the weight matrix of 
the fully connected layer within the visual feature extrac-
tor, bvf  is the bias term, and σ is an activation function 
(e.g., ReLU) that introduces non-linearity to the feature 
representation. This integration allows the model to 
effectively combine detailed visual information with tex-
tual features, enhancing its ability to detect fake news.

Text-image co-attention. Recognizing the correlation 
between the semantic content of text and specific regions 
in images, we have developed a multi-layer joint attention 
mechanism to selectively align text and image features, 
enhancing multimodal fusion effectiveness by minimiz-
ing noise from irrelevant data. Using the text vector RT 
and image vector RV  , we input these into a single-layer 
neural network to generate an attention distribution over 
the image regions through the softmax function, enabling 
precise alignment of relevant features.

where RV ∈ R
d×m , with d representing the dimen-

sion of the image feature and m the number of image 
regions, and RT ∈ R

d a d-dimensional vector. Let 
WV ,A,WT ,A ∈ R

k×d ,WP ∈ R
1×k , then pV ∈ R

m is an 
m-dimensional vector, corresponding to the attention 
probability of each image region given RT . The operation 

(4)RV = σ(Wvf · RVvgg + bvf ),

(5)
hA = tanh(WV ,ARV ⊕ (WT ,ART + bA)),

pV = softmax(WPhA + bP),

Table 1  Structure of CNN model

Layer # Input dims # Channels # Kernel size Size

Convolution layer 256*32 4*16 {1,2,3,4} *32 256*64

Pooling layer 256*64 1 256 64

Fully connected 
(FC) layer

64 1 - 32
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⊕ denotes the addition of a matrix and a vector, where 
the vector is broadcast to each column of the matrix.

Based on the attention distribution obtained, we now cal-
culate the weighted sum of the image vectors, each coming 
from a region, as formulated in Eq.  6.

Our model refines the integration of text and image data 
beyond simple concatenation by leveraging an attention 
mechanism that assigns variable weights to different 
image regions based on their relevance to the text. This 
yields a composite feature representation with enhanced 
focus on pertinent areas. Given the complexity of textual 
data, a single attention layer often falls short of pinpoint-
ing the exact image regions of interest. To address this, 
we implement multiple attention layers that sequen-
tially sharpen the model’s focus, allowing for the precise 
extraction of detailed image features at each k-th layer of 
attention.

For intermediate vectors ui, i = 1, 2, · · · , u0 is initialized as 
the text vector RT . In each attention layer, the weighted 
calculated image feature vector is added to the previous 
intermediate vector, forming a new intermediate vector:

In other words, in each attention layer, the combined text 
and image intermediate vector uk−1 is used as the query 
for image regions. After selecting the new image region, 
the query for the next layer is updated to uk = R̃k

V + uk−1 . 
Assuming there are K  attention layers, after repeating 
the above operation K  times, the intermediate vector is 

(6)R̃V =
∑

v

pvRv , u = R̃V + RT .

(7)hkA = tanh(Wk
V ,ARV ⊕ (Wk

T ,Au
k−1 + bkA)),

(8)pkV = softmax(Wk
P h

k
A + bkP).

(9)R̃k
V =

∑

v

pkvRv , uk = R̃k
V + uk−1.

combined with the text feature vector to output the final 
multimodal fusion feature representation vector RF , for-
mulated as Eq. 10.

Event‑invariant generative adversarial learning
MADSL utilizes GANs to enhance the robustness of our 
fake news detection system, focusing on sifting through 
event-specific details and isolating core authenticity indi-
cators for reliable detection across varied events  (Liao 
et al. 2024; Li et al. 2024; Guo et al. 2023). This approach 
is crucial in today’s digital environment, where adver-
sarial inputs often target model vulnerabilities. The GAN 
architecture serves a dual role: the generator creates 
diverse event scenarios, while the discriminator evaluates 
their veracity, promoting a model that learns to be event-
agnostic. By moving beyond simple pattern recognition, 
MADSL aims to understand broader event characteristics, 
allowing it to recognize fake news in unexpected con-
texts effectively. This system not only adapts to complex 
scenarios but also fosters generalization, steering clear 
of event-specific features to ensure comprehensive and 
resilient detection capabilities.

Our model architecture consists of two primary com-
ponents for generative adversarial training: the mul-
timodal feature extractor (Gf (M; θf )) , and the event 
classifier (Ge(RF ; θe)) , as illustrated in Fig. 3. Gf  processes 
multimedia posts M to learn the parameter set θf  , and 
Ge uses the extracted multimodal features RF to clas-
sify posts into K  distinct event categories. The classifier 
includes two fully connected (FC) layers, with the first 
layer having 64 hidden units and the second correspond-
ing to the K  event categories, applying a softmax func-
tion for output probability distribution over the events.

The objective of Ge is to minimize the cross-entropy 
loss:

(10)RF = uK + RT .

Fig. 3  Event-invariant GAN-based learning
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where Ye represents the true event labels, y the label for 
a post m , and k the event categories. This loss measures 
the classifier’s ability to distinguish between events, with 
θ̂e = arg minθe Le(θf , θe) indicating optimal parameters 
for event differentiation. A high loss signifies the need 
for Gf  to develop more event-invariant features, achieved 
by maximizing this loss to enhance generalization across 
events.

Our neural network architecture plays a min-max 
game between two main components: the multimodal 
feature extractor and the event classifier. The feature 
extractor aims to deceive the event classifier by creat-
ing generalized features that increase discrimination 
loss, while the event classifier strives to detect specific 
details within these features to accurately classify dis-
tinct events. In this model, we simplify the architec-
ture by excluding additional convolution processes in 
the discriminator network, focusing solely on classify-
ing the multimodal features. The classification process 
starts with feeding a 64-dimensional feature vector 
into a first hidden layer of 64 units, reducing it to a 
32-dimensional intermediate vector. This vector then 
passes through an output layer of 32 units, resulting 
in a 16-dimensional classification output via a softmax 
function, segmented into 16 distinct event categories.

Model Training. The training process involves 
a min-max game between the multimodal feature 
extractor Gf (·; θf ) and the event classifier Ge(·; θe) . The 
feature extractor tries to maximize the event discrimi-
nation loss Le(θf , θe) to derive event-invariant features, 
while the event classifier aims to minimize the same 
loss to accurately categorize events based on the fea-
tures extracted. The interaction between these mod-
ules seeks the saddle point of the final target function, 
represented by the optimal parameter sets θ̂e and θ̂f :

We employ Stochastic Gradient Descent (SGD) with 
mini-batches to optimize the model parameters. In this 
method, a small subset of the training data, known as a 
mini-batch, is used to update the parameters θf  and θe 
using the following rules:

Le(θf , θe)

= −E(m,y)∼(M,Ye)

[

K
∑

k=1

1[k=y] logGe(Gf (m; θf ); θe)

]

,

(11)

θ̂e = arg min
θe

Le(θf , θe), θ̂f = arg max
θf

Le(θf , θe).

(12)θf ← θf − η
∂Le

∂θf
, θe ← θe − η

∂Le

∂θe
.

To ensure stability in the training, we implement a learn-
ing rate decay strategy where the learning rate η linearly 
decreases based on the training progress:

where α = 10 , β = 0.75 , and p varies from 0 to 1 
throughout the training epochs.

Adversarial‑augmented contrastive learning
Traditional contrastive learning relies on data augmenta-
tion techniques such as rotation or cropping, which are 
unsuitable for multimodal feature vectors. To address 
this, we employ a GAN setup where the feature extrac-
tor serves as the generator and the event classifier as the 
discriminator. This setup generalizes multimodal fea-
ture representations, enabling our model to learn a low-
dimensional embedding space. In this space, samples 
with the same label cluster together, while those with 
different labels are separated, enhancing the model’s dis-
criminatory power.

In this framework, the transformation of feature vec-
tors into normalized vectors z is managed by a projec-
tion network P(·) , a multilayer perceptron with a single 
hidden layer of 64 units. Post-training, this network reg-
ularizes the 64-dimensional input vectors using the 
supervised contrastive loss function LSCL . This function 
aligns each multimodal feature vector on a hypersphere 
with radius 1, optimizing the classification process. Thus, 
our model robustly classifies fake news by deeply learn-
ing from a generalized feature set free from event-spe-
cific biases.

The supervised contrastive learning loss for a batch of 
N  samples is defined as:

where zi , zj , and zk represent the normalized feature vec-
tors, Nyi denotes the count of similar labels within the 
batch, and τ is a temperature parameter adjusting class 
separation.

To enhance defense against sophisticated adversarial 
attacks, we integrate adversarial training techniques  (Jia 
et  al. 2025b, 2023). We employ gradient-based methods 
to generate adversarial samples, aiming to maximize the 
model’s loss and refine its resilience. This involves itera-
tively adjusting the adversarial samples as follows:
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where xt denotes the adversarially adjusted sample at step 
t , ǫ is the perturbation limit, α is the learning rate, and θ 
represents model parameters. The perturbations are con-
strained within an ℓ∞ norm ball centered on the original 
input, ensuring that the perturbed inputs stay within the 
allowable modification range while maximizing impact 
on the model’s output. The iteration continues until the 
specified number of steps T  is reached, reinforcing the 
model’s ability to handle adversarial inputs effectively.

Performance evaluation
In this section, we report the performance of MADSL.

Experimental setup
Experimental dataset. The datasets in our study are 
derived from two primary sources: Twitter and Weibo, 
which are utilized to detect false content on their respec-
tive platforms. Table  2 summarizes statistics of experi-
mental datasets.

•	 Twitter dataset utilized in this study is a component 
of the MediaEval Verifying Multimedia Use bench-
mark  [4]. It consists of a development subset with 
approximately 9,000 rumors and 6,000 non-rumor 
tweets from 17 events, and a test subset with around 
2,000 tweets from 35 different events. The develop-
ment subset is used for training, while the test sub-
set is for evaluation, adhering to the dataset’s original 
partitioning. This dataset includes tweet texts, media 
(images or videos), and associated social media meta-
data. In our research, which aims at detecting fake 
news through text-image fusion, we preprocess the 
dataset to exclude text-only and image-only data 
and to ensure distinct event coverage between the 
training and test sets. To optimize tuning and miti-
gate overfitting, early stopping is implemented in the 
model training process.

•	 Weibo dataset, featuring both real and fake news, is 
compiled from authoritative Chinese sources like 
Xinhua News Agency and Weibo’s official rumor-

(15)xt = πx+ǫ

(

xt−1 + α · sign(∇xL(θ , x
t−1, yi))

)

,
refutation system, which operates from May 2012 
to January 2016. This system, relying on user reports 
and verification by a committee of reputable users, 
differentiates it from other datasets by including mul-
timedia data, particularly images. From the initial col-
lection of image-bearing tweets, text-only posts are 
removed, leaving about 40,000 tweets. To enhance 
data quality, a Locality-Sensitive Hashing-based 
algorithm is applied for removing duplicate and low-
quality images. To ensure no overlap in training and 
testing, tweets about the same events are separated 
using single-channel clustering, with the dataset then 
divided into training and test sets in an 8:2 ratio.

Specifically, the Twitter dataset contains 7,865 rumor and 
5,642 non-rumor samples for training, and 1,035 rumor 
and 456 non-rumor samples for testing; the Weibo data-
set includes 4,352 rumor and 3,895 non-rumor samples 
for training, and 884 rumor and 524 non-rumor sam-
ples for testing. These precise counts replace the earlier 
approximate descriptions and provide a clearer statistical 
overview of the data used in our experiments.

Metrics. In our research, non-rumor samples are con-
sidered positive and rumors negative. We assess model 
performance using key metrics: accuracy, precision, 
recall, and F1 Score. Accuracy indicates the classifier’s 
overall correctness, while Precision and Recall evalu-
ate the accuracy of positive predictions and the ability 
to identify actual positives, respectively. The F1 Score, a 
balance of Precision and Recall, is crucial, especially in 
data imbalance scenarios, to provide a comprehensive 
evaluation of the classifier’s effectiveness in deep learning 
contexts.

Baselines. To evaluate the performance of our pro-
posed model, we conducted comparisons with three 
types of models: unimodal models utilizing a sin-
gle modality, multimodal models integrating multiple 
modalities, and variations of our model to demonstrate 
its unique strengths and features.

Unimodal models. For baseline comparisons, we con-
sidered two unimodal models:

•	 Text model: This model uses pre-trained 32-dimen-
sional word embeddings to initialize the embedding 
layer parameters. It employs a CNN to extract text 
features from each post and a softmax function for 
determining authenticity. The model features 20 con-
volutional kernels, with window sizes ranging from 1 
to 4, and a fully connected layer with 32 hidden units.

•	 Visual model: This model inputs 2D images and uti-
lizes a pre-trained VGG-19 network followed by a 
fully connected layer. The VGG-19 network, with 19 

Table 2  Details of experimental dataset

Twitter Weibo

Training Rumor 7865 4352

Non-rumor 5642 3895

Testing Rumor 1035 884

Non-rumor 456 524

Total 14998 9655
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layers including 16 convolutional layers, enhances 
the network’s depth and non-linearity. The model 
processes images through its convolutional layers, 
producing a feature map that is then flattened and 
passed through a fully connected layer with 32 hid-
den units for feature prediction.

Multimodal models. We also compared our model with 
multimodal approaches, which are prominent in natu-
ral language processing and content-based fake news 
detection, considering models including Visual question 
answering (VQA), Similarity-Aware FakE news detection 
method (SAFE), and Recurrent Neural Network with an 
attention mechanism (att-RNN):

•	 VQA: Originally designed for multi-class problems, 
we adapted it for binary classification by replacing 
the multi-class classifier with a binary one. A single-
layer Long Short-Term Memory (LSTM) with 32 
hidden units was used for fair comparison (Lin et al. 
2022).

•	 SAFE: Utilizes CNNs for both text and image feature 
extraction, focusing on the correlation between text 
and image content to identify specific instances of 
fake news (Zhou et al. 2020).

•	 att-RNN: A model integrating text, visual, and social 
context features through an attention mechanism. 
Modified to exclude the social context module for 
consistency with our proposed model, it uses a 
hyperbolic tangent function as the activation func-
tion in its 32-dimensional hidden layer  (Jin et  al. 
2017).

Variants of MADSL . We introduced two variants of our 
model for additional evaluation: MADSL*, which omits 
adversarial perturbations during training to assess resist-
ance to adversarial attacks, and MADSL-, a simplified ver-
sion that forgoes adversarial training and instead uses a 
multimodal extractor for direct event-relevant feature 
extraction and contrastive learning.

Text preprocessing. Text preprocessing in our study is 
essential for transforming raw text into a format suitable 
for machine processing. This process involves remov-
ing unnecessary elements like spaces, placeholders, and 
HTML tags, followed by the use of a sentence splitter. 
The splitter segments large text blocks into individual 
sentences using key punctuation marks such as periods, 
exclamation points, question marks, and semicolons, 
while discarding other non-essential punctuation. The 
result is a structured list of sentences from the original 
text.

The text preprocessing phase in our model is essen-
tial for distilling meaningful tokens from the textual 

content. Tokenization for the English corpus, primarily 
from the Twitter dataset, employs the genism.utils.
tokenize() function from the Genism library. Con-
versely, for Chinese texts, the jieba.cut() function is 
utilized, which is adept at parsing the structural intrica-
cies of the Chinese language. Subsequent elimination of 
stopwords is performed using remove_stopwords() 
for English and jieba.analyse.set_stop_
words() for Chinese, purging unnecessary lexical 
items. The refined word sequences are then vectorized 
into word embeddings using a pre-trained Word2Vec 
model, transforming each sentence into a uniform N × K  
matrix, where N  is the normalized sentence length, and 
K  , set at 32, denotes the dimensionality of the embed-
dings. This standardized representation ensures the mod-
el’s effective comprehension and processing of textual 
data.

Implementation. Our model’s experimental param-
eters encompass word embedding dimensions, multi-
modal feature dimensions, convolution window sizes and 
strides, convolution kernel sizes, and the SGD learning 
rate. Text features are represented using 32-dimensional 
vectors from a pre-trained Word2Vec model. A multi-
scale CNN is used for text feature extraction, with con-
volution window sizes from 1 to 4, and 16 kernels per 
size, giving a range of [1,4]*32. The stride is set to 1 for 
comprehensive text feature capture. Image features are 
extracted using a VGG-19 network, supplemented by a 
32-unit fully connected layer for dimension alignment 
with text features. SGD utilizes a learning rate of 0.001. 
The temperature parameter in the supervised contras-
tive loss is set to τ = 0.07 . For PGD adversarial training 
and evaluation, we adopt T = 10 attack steps, a step size 
of α = 1/255 , and a perturbation budget of ǫ = 4/255 , 
and these settings are used consistently throughout all 
experiments.

Model training. The training employs mini-batch 
SGD, iterating to optimize the objective function for 
learning event-invariant multimodal features and the 
fake news classifier. All models are trained with 100 data 
points per batch over 100 epochs. The steps include: (1) 
initializing all parameters using uniformly distributed 
random values; (2) updating parameters in mini-batch 
iterations, involving forward propagation, loss compu-
tation, backpropagation, and parameter updates using 
SGD. During contrastive learning, we sample multimodal 
features for normal and adversarial training (4:1 ratio), 
applying adversarial perturbations via PGD to the adver-
sarial set; (3) iterating until convergence on the validation 
set or reaching maximum epochs; (4) finalizing training 
to acquire optimal parameters meeting the training goals.
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Overall performance
In our study, we conducted an overall performance 
evaluation of the baseline comparison models and our 
proposed MADSL model, as shown in Fig.  4 and 5. This 
evaluation involved testing the models on two distinct 
datasets to assess their performance. For each dataset, we 
varied the settings to examine how different models per-
formed under varying conditions. We compared single 
modality models, including Text and Visual models, and 
multimodal models like VQA, SAFE, and att-RNN. Addi-
tionally, we included variations of our MADSL model, 
namely MADSL- and MADSL*, to evaluate the effective-
ness of GAN and contrastive learning approaches in fake 
news detection. The performance of these models was 
measured in terms of accuracy, precision, recall, and F1 
score.

Our analysis revealed that the MADSL model outper-
formed all baseline methods across both datasets in accu-
racy, precision, and F1 Score. Notably, MADSL achieved 
a 5% higher accuracy and 5.4% higher F1 Score com-
pared to the best-performing baseline model, att-RNN. 
In the Twitter dataset, where a significant imbalance in 
tweet volume across different events was observed, text 
features focused on specific events, limiting the effec-
tiveness of the Text model. Conversely, the Visual model 
performed relatively better due to less event-specific 

variance in image features. However, it still did not reach 
the performance levels of multimodal models. The SAFE 
model excelled in detecting incongruity between text and 
image in fake news but was less accurate for other types. 
The att-RNN model’s superior accuracy highlighted the 
benefit of integrating attention mechanisms for empha-
sizing key textual and visual features. On the Weibo 
dataset, the Text model surpassed the Visual model, 
attributed to a more balanced dataset with diverse data 
enabling effective extraction of textual features. Despite 
using the robust VGG-19 network for feature extrac-
tion, the Visual model struggled with the dataset’s com-
plex imagery. In contrast, the MADSL model’s accuracy 
and recall rates, reaching 85.3% and 89.2% respectively, 
demonstrated its high capability in correctly identifying 
both real and fake news. This performance underscores 
the efficacy of GANs in improving fake news detec-
tion, affirming the effectiveness of our proposed MADSL 
model. Table 3 reports the results in detail.

Effectiveness of GAN model
We conducted an ablation study to analyze the effective-
ness of GANs in fake news detection tasks. Our proposed 
model, MADSL, integrates GANs within the multimodal 
feature extractor and event classifier, operating through 
a min-max game to optimize the discrimination loss 

Fig. 4  Accuracy, precision, recall, and F1 score of different models under Twitter dataset

Fig. 5  Accuracy, precision, recall, and F1 score of different models under Weibo dataset
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function. The feature extractor aims to maximize dis-
crimination loss, learning event-invariant feature rep-
resentations to challenge the event classifier’s ability to 
categorize events accurately. Conversely, the event classi-
fier seeks to minimize this loss, identifying event-specific 
elements within the multimodal features for categoriza-
tion. To facilitate this experiment, we adjusted the train-
ing set using a single-channel clustering method, dividing 
it into K categories. Each mini-batch for training com-
prised samples from one event class, sequentially switch-
ing to another class upon exhaustion of the former. This 
setup was designed to observe the adversarial network’s 
ability to extract transferable features. For control, the 
test set remained unaltered. Additionally, we enhanced 
our two unimodal baseline models, Text and Visual, by 
incorporating our adversarial training network, renam-
ing them Text+ and Visual+. This step aimed to isolate 
other factors, allowing a more accurate assessment of 
the adversarial network’s role in fake news detection. 

All models underwent the same training process, with 
results presented in Fig. 6.

The results from Fig.  6 indicate that on the modified 
training set, performances of the unimodal models (Text, 
Visual) and the multimodal model (att-RNN) dropped 
compared to a standard training set, suggesting a diffi-
culty in extracting event-invariant generalizable features. 
However, the adversarial-enhanced models Text+ and 
Visual+ showed approximately 8% improvement in accu-
racy compared to their original counterparts. MADSL-, 
which excludes adversarial training, overly focused on 
event-specific features, neglecting differences between 
events, leading to a substantial decline in generalization. 
In contrast, the complete MADSL model, incorporat-
ing adversarial training, established better discrimina-
tion across different events, significantly outperforming 
MADSL- with 82.1% accuracy and 89.3% recall. Further-
more, when compared to performances on the original 
dataset, MADSL- saw accuracy and precision declines of 
4.9% and 5.5%, respectively, while MADSL only experi-
enced a decrease of 3.2% and 2.6%. These results strongly 
suggest that introducing GANs enables the model to 
effectively learn event-agnostic semantic features from 
multimodal data, enhancing generalization and demon-
strating robust performance in fake news detection tasks.

Effectiveness of incorporating adversarial perturbations
We evaluated the impact of incorporating adversar-
ial perturbations during model training on robust-
ness against adversarial attacks by comparing two 
models, MADSL (trained with adversarial perturbations) 
and MADSL* (trained without them), across two data-
sets. Adversarial perturbations, imperceptible to humans, 
were introduced to the test data, and experiments were 
conducted on both clean and adversarial test sets. As 
shown in Fig. 7, all models experienced declines in accu-
racy, precision, and F1 score when tested on adversarial 
samples, highlighting the vulnerability to such attacks. 
However, MADSL significantly outperformed MADSL*, 

Table 3  Performance under different datasets

Dataset Method Accuracy Precision Recall F1

Weibo dataset Text 0.691 0.569 0.697 0.627

Visual 0.638 0.510 0.672 0.580

VQA 0.727 0.594 0.845 0.698

SAFE 0.717 0.591 0.773 0.670

att-RNN 0.779 0.663 0.826 0.736

MADSL- 0.800 0.658 0.850 0.742

MADSL 0.853 0.731 0.892 0.804

Twitter dataset Text 0.547 0.338 0.502 0.404

Visual 0.598 0.390 0.566 0.462

VQA 0.662 0.467 0.750 0.576

SAFE 0.646 0.451 0.735 0.559

att-RNN 0.709 0.515 0.809 0.627

MADSL- 0.738 0.547 0.822 0.657

MADSL 0.759 0.571 0.844 0.681

Fig. 6  Accuracy, precision, recall, and F1 score under the model with and without integrating GAN module
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achieving 84.2% accuracy, 71.6% precision, and 88.6% 
recall, with only a 1.1% accuracy drop on the adversarial 
test set. In contrast, MADSL*’s performance plummeted 
to 46.3% accuracy and 30.5% precision. These results 
demonstrate that incorporating adversarial perturbations 
during training greatly enhances a model’s ability to resist 
adversarial attacks and maintain performance in identify-
ing news authenticity under adversarial conditions.

Performance under different training sizes
In evaluating the impact of training size on model 
performance, we systematically varied the number of 
training samples to observe how the size of the data-
set influences the model performance. This allows us to 
identify the training size at which the model began to 
yield optimal results and to understand the relationship 
between the amount of training data and the model’s 
ability to learn and generalize. Fig. 8 shows the perfor-
mance under different training sizes.

The results show that as the training size increases, 
there is a general improvement in all performance met-
rics. For instance, at a training size of 100, the accuracy 
was approximately 0.298 and precision was around 
0.368, but increasing the training size to 1400 boosted 
the accuracy to approximately 0.843 and precision to 
about 0.889. This substantial increase suggests that the 

model benefits significantly from larger training data-
sets, likely due to a more diverse and representative 
sample of the data space. Similarly, recall and F1 score 
improved from around 0.201 and 0.284 at a training size 
of 100 to approximately 0.916 and 0.849 at a training 
size of 1400, respectively. Notably, the F1 score, which 
combines precision and recall, indicates a balanced 
improvement in both false positives and false nega-
tives reduction as the training size grows. The dimin-
ishing returns beyond a certain point, as observed in 
the smallest decline in F1 score from 0.849 at a size of 
1400 to 0.825 at 1800, suggest an optimal training size 
may exist before which additional data contributes less 
to model improvement. This analysis underscores the 
importance of an adequately sized training set for effec-
tive model training, particularly in tasks involving com-
plex pattern recognition such as fake news detection.

Comparison with existing methods
To evaluate the performance of MADSL, we compared it 
against existing methods, including MMFN (Zhou et al. 
2023),   Guo et  al. 2023, and   Hua et  al. 2023, using the 
Weibo and Twitter datasets. The metrics used for com-
parison were accuracy, precision, recall, and F1 score, 
with each method evaluated using the same training and 
testing datasets to ensure fairness. As shown in Table 4, 
MADSL demonstrates superior performance across most 
metrics on both datasets compared to other state-of-the-
art methods. On the Weibo dataset, MADSL achieved 
the highest scores with an accuracy of 85.3%, precision 
of 73.1%, recall of 89.2%, and F1 score of 80.4%. Simi-
larly, on the Twitter dataset, MADSL outperformed other 
methods with an accuracy of 75.9%, precision of 57.1%, 
recall of 84.4%, and F1 score of 68.1%. These results high-
light MADSL’s advanced capabilities in detecting and gen-
eralizing fake news, leveraging contrastive learning and 
adversarial training to achieve these impressive results.

Fig. 7  Accuracy, precision, recall, and F1 score under the model with and without integrating contrastive learning module

Fig. 8  Performance under different training data sizes
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Related work
The proliferation of social media has significantly ampli-
fied the spread of fake news, presenting a critical chal-
lenge in its effective identification and mitigation. 
Academic research in this domain has grown extensively, 
producing a variety of detection methodologies which 
can be broadly categorized into two directions: content-
based methods and network-based methods.

•	 Neural network model-based methods: These meth-
ods focus on the propagation path, user behavior, 
and social relationships of news Liu et al. (2022); Bian 
et al. (2020); Ma et al. (2016); Chen et al. (2017). They 
employ deep learning techniques to model and infer 
the propagation network using user profile features 
and content features. This approach can be subdi-
vided into two models: one based on user stance, 
involving operations like comments, likes, and 
reports; and the other based on propagation behav-
ior, constructing a model of the dissemination net-
work.

•	 Content-based methods: This category primarily uses 
textual and multimedia features of news, including 
style and language patterns, for analysis and judg-
ment (Jin et al. 2017; Qi et al. 2019; Zhou et al. 2023; 
Zhang et  al. 2020; Ma et  al. 2019; Yang et  al. 2021; 
Ni et al. 2022). Features are extracted either directly 
from news content or from social contexts like user 
engagement. Most content-based methods utilize 
textual features of news articles, such as sentence 
segmentation, tokenization, and part-of-speech tag-
ging, to detect deceptive clues or writing styles. 
Studies have explored the correlation between fake 
news detection and writing styles using techniques 
like word frequency, term frequency-inverse docu-
ment frequency (TF-IDF), and word embeddings. 
For instance, Nikam and Dalvi (2020) assessed Naive 
Bayes and passive-aggressive machine learning algo-
rithms using TF-IDF feature extraction methods.

Neural network model-based methods. These meth-
ods have gained significant traction on social media. 
Early studies focused on using machine learning to 
extract features from social context and user infor-
mation. For instance, Kwon et  al. (2013) proposed a 
method analyzing diffusion’s time, structure, and lin-
guistic features. However, these methods heavily rely 
on feature engineering, with semantic features depend-
ent on specific events and domain knowledge. Models 
based on time series and propagation structures have 
been developed. Ma et  al. (2016) designed RNNs to 
learn hidden feature representations of rumor propa-
gation. Chen et  al. (2017) introduced attention mech-
anisms into RNNs to extract contextual time features. 
However, these methods often fail to effectively cap-
ture the characteristics of rumor propagation. Recent 
transformer-based approaches (Guo et al. 2023), extend 
language models to multiscale architectures to bet-
ter capture semantics in mixed-language scenarios, 
achieving improved accuracy but remaining limited 
to text-only settings without addressing multimodal 
robustness. In contrast, multimodal methods  (Hua 
et  al. 2023) enhance detection performance by com-
bining BERT-based back-translation with contrastive 
learning, though they primarily rely on large pretrained 
models and lack mechanisms for event-invariant or 
adversarially robust representation learning.

Content-based methods. Multimodal approaches 
have gained prominence in fake news detection, consid-
ering both text and image features. Jin et al. (2017) pro-
posed a deep learning-based fake news detection model 
that combines news content with social context features 
using attention mechanisms. Qi et al. (2019) introduced 
a Multi-Domain Visual Neural Network (MVNN), uti-
lizing visual information from frequency and pixel 
domains. Zhang et  al. (2020) developed a BERT-based 
Domain Adaptive Neural Network (BDANN), which 
combines multimodal features for fake news detec-
tion. Zhou et  al. (2023) proposed a Multi-Granularity 

Table 4  Comparing with state-of-the-art methods

Dataset Method Accuracy Precision Recall F1

Weibo dataset MMFN Zhou et al. (2023) 0.671 0.623 0.863 0.723

Guo et al. (2023) 0.609 0.708 0.372 0.488

Hua et al. (2023) 0.737 0.698 0.835 0.760

MADSL (Ours) 0.853 0.731 0.892 0.804

Twitter dataset MMFN Zhou et al. (2023) 0.587 0.739 0.268 0.394

Guo et al. (2023) 0.635 0.708 0.461 0.558

Hua et al. (2023) 0.745 0.829 0.619 0.709

MADSL (Ours) 0.759 0.571 0.844 0.681
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Multi-Mode Fusion Network (MMFN) employing 
Transformer-based pretrained models for encoding 
fine-grained features of text and images.

Adversarial Learning in Fake News Detection. 
Recent advancements include the application of GANs 
and adversarial training to enhance model robust-
ness. Ma et  al. (2019) demonstrated the effectiveness 
of GANs in improving robustness. Yang et  al. (2021) 
proposed a CGAN method combining GANs with 
Global GCN, and Ni et al. (2022) focused on enhancing 
robustness against adversarial samples through adver-
sarial training.

Adversarial Learning in Fake News Detection. 
Recent advancements include the application of GANs 
and adversarial training to enhance model robustness. 
Ma et al. (2019) demonstrated the effectiveness of GANs 
in improving robustness. Yang et  al. (2021) proposed a 
CGAN method combining GANs with Global GCN, and 
Ni et al. (2022) focused on enhancing robustness against 
adversarial samples through adversarial training.

Our approach vs. existing methods. Our approach to 
leveraging GANs and adversarial training for fake news 
detection presents notable advancements over exist-
ing methodologies, such as those proposed by Ma et al. 
(2019), Yang et  al. (2021), and Ni et  al. (2022). Unlike 
these prior works that primarily focus on using GANs 
for feature augmentation or adversarial training for 
enhancing defense against adversarially crafted inputs, 
our model integrates adversarial concepts more deeply 
into the feature extraction phase. This integration allows 
for the learning of intrinsic, event-agnostic representa-
tions, leading to improved generalization across various 
events and topics. Furthermore, our unique combina-
tion of GANs with a contrastive learning setup enables 
the model to learn a more discriminative feature space, 
where real and adversarial examples are distinctly sepa-
rated, thereby significantly increasing its robustness. 
The dual application of adversarial training not only aids 

in distinguishing between real and fake news but also 
bolsters the model’s resilience to adversarial attacks, 
achieved through an iterative refinement of the model’s 
parameters in response to evolving adversarial chal-
lenges. This novel approach underscores our contribution 
to providing a more robust and generalizable solution for 
the detection of fake news across diverse social media 
platforms. Table  5 presents a high-level comparison of 
MADSL with existing approaches

Discussion
Although our Event-Invariant Generative Adversarial 
Learning module does not generate raw data, it adopts 
a generator-discriminator adversarial formulation in 
which the feature extractor plays the role of a genera-
tor producing event-invariant latent representations. 
This design aligns with feature-level GAN frameworks 
(e.g., adversarial representation learning and domain-
confusion GANs), which extend the GAN objective 
from data synthesis to representation invariance. Com-
pared with classical DANN, our model incorporates a 
stronger adversarial loss and joint multimodal attention 
constraints, enabling more stable training and improved 
robustness against event-specific perturbations.

We adopt Text-CNN and VGG-19 as backbone net-
works primarily to isolate and highlight the contribution 
of our proposed multimodal adversarial and contrastive 
learning modules, ensuring performance improvements 
are not confounded by stronger pretrained transform-
ers. These architectures provide computational efficiency 
and training stability, which is crucial for adversarial 
optimization and large-scale robustness evaluation. 
Nevertheless, our design is fully compatible with trans-
former-based models, and we discuss this choice and its 
implications in the revised manuscript.

Despite integrating joint attention, adversarial learn-
ing, and contrastive supervision, MADSL remains compu-
tationally efficient due to its lightweight Text-CNN and 

Table 5  High-level comparison of MADSL with existing approaches

Method Multimodal Robustness Generalizability Event-invariant Real-time 
detection

Jin et al. (2017) ○ ○ ○ ○ ●
Qi et al. (2019) ○ ○ ○ ○ ○
BDANN Zhang et al. (2020) ● ○ ● ○ ●
MMFN Zhou et al. (2023) ● ○ ◐ ○ ●
Ali et al. (2021) ○ ◐ ◐ ○ ○
Ma et al. (2019) ○ ● ◐ ● ◐
HAT4D Ni et al. (2022) ○ ● ○ ○ ○
Yang et al. (2021) ● ● ○ ○ ◐
 MADSL ● ● ● ● ●
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VGG-19 backbones. On an NVIDIA RTX 3080 GPU, 
MADSL requires approximately 1.3× the training time 
of the strongest baseline (Hua et  al. 2023), with a total 
detector model size of 54 MB, which is comparable to 
most multimodal detectors. During inference, MADSL 
processes a single news instance in 7.8 ms, only 0.9 ms 
slower than the baselines on average.

In this study, the proposed fake news detection model 
demonstrates high accuracy, adaptability to new events, 
and resilience against adversarial attacks. However, it 
faces limitations in feature extraction, particularly with 
Text-CNN for longer texts, leading to issues with long-
term dependencies and gradient challenges. Its mul-
timodal scope is also limited to text and image, lacking 
integration of other media like audio and video. Addi-
tionally, the model’s GAN-based augmentation uses a 
simplistic discriminator network, potentially causing 
imbalances in training between the discriminator and 
generator, affecting overall efficacy. Further enhancement 
could involve advanced text analysis techniques and a 
more complex, balanced GAN structure for improved 
performance across diverse media types.

Future research directions for enhancing our fake news 
detection model include integrating diverse modalities such 
as audio and video with textual features. This multimodal 
approach could significantly improve the model’s adaptabil-
ity and efficiency in processing complex data types, address-
ing a broader range of misinformation formats. Further 
advancements could involve exploring sophisticated feature 
extraction techniques, particularly incorporating LSTM 
modules, to enhance the handling and analysis of extended 
textual data. Additionally, optimizing the discriminator net-
work within the GAN framework, by deepening its struc-
ture, could strengthen its ability to differentiate between 
real and fake content. Moreover, expanding the application 
of our model to include deepfake video detection could be 
a promising avenue. By adapting our techniques to analyze 
and verify the authenticity of videos, we can address an 
increasingly prevalent form of misinformation, thereby pav-
ing the way for a more comprehensive, efficient, and versatile 
fake news detection system that operates effectively across 
various media formats.

Conclusion
This paper presents MADSL, a novel multimodal fake news 
detection model integrating GANs and contrastive learn-
ing. Leveraging a simplified CNN and attention mechanism, 
MADSL adeptly fuses textual and visual features, enhancing 
generalization capabilities across diverse events. The model 
demonstrates superior performance in accuracy, gener-
alization to new events, and robustness against adversarial 
attacks, supported by innovative use of GANs for data aug-
mentation in contrastive learning. The success of MADSL in 

handling various and unseen news instances and its resil-
ience to adversarial sample attacks highlight its potential as 
a pioneering solution in the fight against fake news, setting a 
benchmark for future developments in this rapidly evolving 
domain.
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